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2 Reinhard Wilhelm et al.

1. INTRODUCTION

Hard real-time systems need to satisfy stringent timing corstraints, which are de-
rived from the systems they control. In general, upper bound on the execution
times are needed to show the satisfaction of these constra Unfortunately, it is
not possible in general to obtain upper bounds on executionies for programs.
Otherwise, one could solve the halting problem. However, ral-time systems only
use a restricted form of programming, which guarantees thaiprograms always ter-
minate; recursion is not allowed or explicitly bounded as ae the iteration counts of
loops. A reliable guarantee based on the worst-case execati time of a task could
easily be given if the worst-case input for the task were know. Unfortunately, in
general the worst-case input is not known and hard to derive.

We assume that a real-time system consists of a humber of task which realize
the required functionality. Figure [ldepicts several relewant properties of a real-time
task. A task typically shows a certain variation of execution times depending on the
input data or di erent behavior of the environment. The set of all execution times
is shown as the upper curve. The shortest execution time is d¢ed the best-case
execution time (BCET), the longest time is called the worst-case execution time
(WCET). In most cases the state space is too large to exhaustely explore all pos-
sible executions and thereby determine the exact worst-casand best-case execution
times. An approach based on measurement of execution timeuosiders a subset of
the possible executions and determines theninimal observedand maximal observed
execution times These will in general overestimate the BCET and underestinate
the WCET. Today, this is the common method in most parts of industry to derive
execution-time bounds. It is often calleddynamic timing analysis.

Other approaches approximate the WCET from above by computhng an upper
bound and the BCET from below by computing a lower bound of all execution
times. They use abstraction of the task to make timing analyss of the task feasible.
Abstraction loses information, and thus is responsible forthe distance between
worst-case times and upper bounds and between best-case % and lower bounds.
How much is lost depends both on the methods used for timing aalysis and on
overall system properties, such as the hardware architectte and characteristics
of the software. These system properties can be subsumed uedthe notion of
timing predictability . If real-time guarantees are required, the determined uppe
bounds (and lower bounds) have to besafg i.e., they must never underestimate
(overestimate) the real execution time. Thus, the upper bounds represent the
worst-case guaranteea tool can give. Furthermore, the bounds should betight,
i.e., the overestimation (underestimation) should be as srall as possible. Thus, the
main criteria for the acceptance of a tool that is used to obtan timing guarantees
are soundnessof the methods|do they produce safe results?|and precision|are
the derived bounds tight?

The determined upper bounds are input to a schedulability aralysis for this set
of tasks in order to check that all the timing constraints of the task set will be met
(\timing validation™).

Performance prediction is also required for application donains that do not have
hard real-time characteristics. There, systems may have dadlines, but are not re-
quired to absolutely observe them. Di erent methods may be gplied and di erent
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Fig. 1. Basic notions concerning timing analysis of systems . The lower curve represents a subset of
measured executions. Its minimum and maximum are the minimal observed execution times and
maximal observed execution times , resp. The darker curve, an envelope of the former, represen ts
the times of all executions. Its minimum and maximum are the  best-case and worst-case execution
times, resp., abbreviated BCET and WCET.

criteria may be used to measure the quality of methods and tols.

The literature on timing analysis has created a confusion bynot always making
a distinction between worst-case execution times and estiates for them. We will
avoid this misnomer in this survey.

For brevity, we will call the problem to determine upper bounds for the execution
times the WCET problem. The process of deriving execution-time bounds is called
timing analysis, and a tool that derives upper bounds and sometimes also lowe
bounds on the execution times of application tasks is callec timing-analysis tool.
If it only computes upper bounds it is also for short called aWCET tool. We will
concentrate on the determination of upper bounds unless otberwise stated. All
tools described in Sectiorlb with the exception of SymTA/P o er timing analysis
of tasks in uninterrupted execution. Here, atask may be a unit of scheduling by an
operating system, a subroutine, or some other software unit This unit is mostly
available as a fully-linked executable. Some tools, howeveassume the availability
of source code and of a compiler supporting a subsequent timg analysis.

Organization of the article

Section2 introduces the problem and its subproblems, desitres methods being
used to solve it. Section[B and ¥ present two categories of appaches, static and
measurement-based. Sectiolll5 consists of detailed tool degptions. Section [@

resumes the state of the art and the deployment and use in indstry. Section [4

lists limitations of the described tools. Section[® gives a endensed overview of
the tools in a tabulated form. Section[@ explains, how timinganalysis is or should
be integrated in the development process. Sectiof-10 conales the paper by pre-
senting open problems and the perspectives of the domain maly determined by

architectural trends.
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4 Reinhard Wilhelm et al.

2. OVERVIEW OF TIMING-ANALYSIS TECHNIQUES

This section describes the problems that make timing analyis both di cult and
interesting as a research topic, presents a decompositiorf the problem into sub-
tasks, and categorizes some of the techniques used to deteima bounds on execution
times.

2.1 Problems and Requirements

Timing analysis attempts to determine bounds on the executdn times of a task
when executed on a particular hardware. The time for a partialar execution de-
pends on the path through the task taken by control and the time spent in the
statements or instructions on this path on this hardware . Accordingly, the de-
termination of execution-time bounds has to consider the ptential control ow
paths and the execution times for this set of paths. A modularapproach to the
timing-analysis problem splits the overall task into a sequence of subtasks. Some
of them deal with properties of the control ow, others with t he execution time of
instructions or sequences of instructions on the given hardare.

2.1.1 Data-Dependent Control Flow. The task to be analyzed attains its WCET
on one (or sometimes several) of its possible execution pagh If the input and the
initial state leading to the execution of this worst-case pah were known, the prob-
lem would be easy to solve. The task would then be started in tfs initial state
with this input, and the execution time would be measured. In general, however,
this worst-case input and initial state are not known and hard or impossible to de-
termine. A data structure, the task’s control- ow graph, CF G, describes a superset
of the set of all execution paths. The task's call graph usudy is integrated into
the CFG.

A rst problem that has to be solved is the construction of the control- ow
graph and call graph of the task from a source or a machine-cadversion of the
task. They must contain all of the instructions of the task (function closure) under
analysis. Problems are created by dynamic jumps and dynamicalls with computed
target address. Dynamic jumps are mainly due to switch/casestructures and are
a problem only when analyzing machine code, because even asly code usually
labels all switch/case branches. Dynamic calls also occunisource code in the form
of calls through function pointers and calls to virtual functions. A component of a
timing-analysis tool which reconstrutcs the CFG from a machne program is often
called a Frontend.

Di erent paths through the CFG are taken depending directly or indirectly on
input data. Some paths in the superset described by the CFG wi never be taken,
for instance those that have contradictory consecutive coditions. Eliminating such
paths may increase the precision of timing analysis. The ma the analysis knows
about the data ow through the task, the more it knows about th e outcome of and
the relationship between conditions, the more paths it may ecognize as infeasible.

A phase calledControl-Flow Analysis (CFA) determines information about the
possible ow of control through the task to increase the pregsion of the subsequent
analyzes. Control ow analysis may attempt to exclude infeasible paths, determine
execution frequencies of paths or the relation between exation frequencies of
di erent paths or subpaths etc. Control-Flow Analysis has previously been called
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High-level Analysis

Tasks spend most of their execution time in loops and in (rectsive) functions.
Therefore, it is an essential task of CFA to determine boundson the iterations of
loops and on the depth of recursion of functions. A necessaringredient for this
are the values of variables, registers, or memory cells ocming in conditions tested
for termination of loops or recursion.

It is worth noting that complex processors may actually exeaite an instruction
stream in a di erent order than the one determined by control- ow analysis. This
is due to pipelining (prefetching and delayed branching), wanch prediction, and
speculative or out-of-order execution.

2.1.2 Context Dependence of Execution Times.Early approaches to the timing-
analysis problem assumed context independence of the timgbehavior; the execu-
tion times for individual instructions were independent from the execution history
and could be found in the manual of the processor. From this catext independence
was derived astructure-basedapproach [Shaw 1989]: if a task rst executes a code
snippet A and then a snippet B, the worst-case bound forA; B was determined as
that for A, uba, added to that determined for B, ubg, formally uba.g = uba + ubs.
This context independence, however, is no longer true for mern processors with
caches and pipelines. The execution time of individual instuctions may vary by
several orders of magnitude depending on the state of the paessor in which they
are executed. Thus, the execution time ofB can heavily depend on the execution
state that the execution of A produced. Any tool should exploit the knowledge that
A was executed beforeB to determine a precise upper bound foB in the context
A. Determining the upper bound uba.g for A;B by uba.g = ubs + ubg ignores
this information and will in general not obtain precise resuts.

A phase calledProcessor-Behavior Analysisgathers information on the processor
behavior for the given task, in particular the behavior of the components that in u-
ence the execution times, such as memory, caches, pipelinesd branch prediction.
It determines upper bounds on the execution times of instrutions or basic blocks.
Processor-Behavior Analysis has previously been calleldow-level Analysis

2.1.3 Timing Anomalies. The complexity of the processor-behavior analysis
subtask and the set of applicable methods critically dependon the complexity of
the processor architecture [[Heckmann et al. 2003]. Most pogrful microprocessors
su er from timing anomalies [[Lundgvist and Stenstem 1999¢]. Timing anomalies
are contra-intuitive in uences of the (local) execution time of one instruction on
the (global) execution time of the whole task. This concept & quite complex. So,
we will try to explain it in some detail.

We assume that the system under consideration, executing hdware and ex-
ecuted software, are too complex to allow exhaustive execign or simulation. In
addition, not all input data are known, so that parts of the ex ecution state are miss-
ing in the analysis. Unknown parts of the state lead to non-déerministic behavior,
if decisions depend on these unknown parts. For timing analsis, this means that
the execution of an instruction or an instruction sequence onsidered in an initial
abstract state may produce di erent times based on di erent assumptions about
the missing state components. For example, missing inform#&on about whether

ACM Transactions on Programming Languages and Systems, Vol .V, No. N, Month 20YY.
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the next instruction will be in the cache may lead to one exection starting with a
cache load contributing the cache-miss penalty to the exedion time, while another
execution will start with an instruction fetch from the cach e. Intuition would sug-
gest that the latter execution would always lead to the shorer execution time of the
whole task. On processors with timing anomalies, however,his need not be true.
The latter execution may in fact lead to a longer task executbn time. This was
observed on the Motorola ColdFire 5307 processof_[Heckmanet al. 2003]. The
reason is the following. This processor speculates on the taome of conditional
branches, that is, it prefetches instructions in one of the drections of the conditional
branch. When the condition is nally evaluated it may turn ou t that the processor
speculated in the wrong direction. All the e ects produced © far have to be undone.
In addition, fetching the wrong instructions has partly rui ned the cache contents.
Taken together, the costs of the mis-prediction exceed the @sts of a cache miss.
Hence, the local worst case, the I-cache miss, leads to theaidally shorter execution
time since it prevents a more expensive branch mis-prediatin. This exempli es one
of the reasons for timing anomalies,speculation-caused anomalies . One such
anomaly is shown in FigureDE]

Branch Condition
Evaluated
|

|
Cache Hit C A %Prefetch IC - Miss due to Prefetch)
|
l
Cache Miss ( A X C )
|

Fig. 2. A timing anomaly caused by speculation.

Another type of timing anomalies are instances of well-knowm scheduling anoma-
lies, rst discovered and published by Graham [Graham 19665]. Thae occur when
a sequence of instructions, partly depending on each othegan be scheduled di er-
ently on the hardware resources, such as pipeline units. Degnding on the selected
schedule the execution of the instructions or pipeline phass takes di erent times.
Figure [ shows an example of a scheduling-cause timing anotya

Timing anomalies violate some intuitive, but incorrect assumption, namely that
always taking the local worst-case transition when there isa choice produces the
global worst-case execution time. This means that the analgis cannot greedily limit
its search for upper bounds by choosing the worst cases for ea instruction. The
existence of timing anomalies in a processor thus has a strgnn uence on the ap-
plicability of methods for timing analysis for that processor [Heckmann_et al._ 2003].

LFigures Pland Blare taken from [Reineke_ef al._2006]|
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Fig. 3. A scheduling-caused timing anomaly.

|The assumption that only local worst cases have to considered to safely determine
upper bounds on global execution times is unsafe.

|The assumption that one could identify a worst initial exec ution state, to safely
start measurement or analysis of a piece of code in, is unsafe

The consequences for timing analysis of systems to be exeeuat on processors
with timing anomalies are as follows:

|The analysis may be forced to follow execution through several successor states,
whenever it encounters an abstract state with a non-determistic choice between
successor states. This may lead to a quite large state space tonsider.

|The analysis has to be able to express the absence of state iformation instead of
assuming some worst initial state. Absent information in abstract states stand
for all potential concrete instances of these missing stateomponents, thus do
not wrongly exclude any possible execution.

2.2 Classi cation of Approaches
We present two di erent classes of methods.

Static methods. These methods do not rely on executing code on real hardware
or on a simulator. It rather takes the task code itself, maybetogether with some
annotations, analyzes the set of possible control ow pathghrough the task, com-
bines control ow with some (abstract) model of the hardware architecture, and
obtains upper bounds for this combination. One such static aproach is described
in detail in [Wilhelm 2005].

Measurement-based methodsThese methods execute the task or task parts on
the given hardware or a simulator for some set of inputs. Theythen take the
measured times and derive the maximal and minimal observed>@cution times,
see[l, or their distribution or combine the measured times ofcode snippets to
results for the whole task.

Only methods and tools that approximate the execution times from above to
solve the WCET problem can be used to derive guarantees. Measement-based
tools can not guarantee to catch the worst case and thus may irfiact approximate
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8 Reinhard Wilhelm et al.

the WCET from below. However, they may give the developer a feling about the
execution time in common cases and the likelihood of the ocetence of the worst
case.

2.3 Methods for Subtasks of Timing Analysis

We brie y describe some methods that are being used to solvehie above mentioned
subtasks of timing analysis. These methods are imported fnm other elds of com-
puter science such as compiler construction, computer ardtecture, performance
estimation, and optimization.

These methods can be categorized according to several prapies: whether they
are automatic or manual, whether they are generig, i.e., stand for a whole class of
methods, or arespeci c instances of such a generic method, and whether they are
applied at analysis time or at tool-construction time.

2.3.1 Static Program Analysis. Static program analysis is a generic method to
determine properties of the dynamic behavior of a given taskwithout actually
executing the task [Cousot and Cousot 1977; Nielson et al. P¥]. These properties
are often undecidable. Therefore, sound approximations & used; they have to be
correct, but may not necessarily be complete. An example frm our domain is
instruction-cache analysis, which attempts to determine br each point in the task
which instructions will be in the cache every time executionreaches this program
point. For straight-line programs and known initial cache contents this is easy and
can be done by a standard simulator. However, it is in generalndecidable for
tasks whose control ow depends on input data. A sound analys will compute
a subset of the instructions that will de nitely be in the ins truction cache every
time execution reaches the program point. More instructiors may actually be in
the cache, but the analysis may not be able to nd this out. Seeral instances of
static program analysis are being used for timing analysis.

2.3.2 Simulation. Simulation is a standard technique to estimate the executio
time for tasks on hardware architectures. A key advantage othis approach is that
it is possible to derive rather accurate estimations of the gecution time for a task
for a given set of input data and assuming su cient detail of t he timing model of the
architectural simulator. [Desikan_ef al. 2001] compares tining measurements with
runs on di erent simulators and gives indication of the errors obtained for an Alpha
architecture. The Simplescalar [Austin et al. 2002] simulaor is used, which some
WCET groups also do. The results show large di erences in tining compared to
the measured values. The measurement method used might maghbe questioned,
but at least it shows that the Simplescalar simulator should not be trusted as a
clock-cycle accurate simulator for all types of architectues.

Unfortunately, standard cycle-accurate simulators can na be used o -hand for
static methods for timing analysis, since static methods sbuld not simulate exe-
cution for particular input data, but rather for all input da ta. Thus, input data is
assumed to be unknown. Unknown input data leads to unknown pés in the execu-
tion state of the processor and non-deterministic decisiog at control- ow branches.
Simulators modi ed to cope with these problems are being use in several of the
tools described later.
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2.3.3 Abstract Processor Models. Processor-behavior analysis needs a model of
the architecture. This does not need not be a concrete modeiriplementing all of the
functionality of the target hardware. A simpli ed model tha t is conservative with
respect to the timing behavior is su cient. Such an abstract processor model either
is a part of the engine for processor-behavior analysis or isput to the construction
of such an engine. In any case, the construction of an abstragrocessor model is
done at tool-construction time.

One inherent limitation of all the approaches that are basedon some model of
the hardware architecture is that they rely on the timing accuracy of the model.
In general, computer vendors do not disclose enough inforntn about the mi-
croarchitecture so that one can develop and safely validatéhe accuracy of a timing
model. Without such validation, any WCET tool based on an absract model of
the hardware can not be trusted without further assurance. Additional means for
model validation have to be taken. This could be done by measements. Mea-
sured execution times are compared against predicted boursd Another method is
trace validation; it is checked whether externally observale traces are projections
of traces as predicted by the model. Not all events predictedby the model are
externally observable. However, both methods are similar ¢ testing; they can dis-
cover the presence of errors, but not prove their absence. &tnger guarantees can
be given by equivalence checking between di erent abstradon levels. An ongoing
research activity is the formal derivation of abstract processor models from concrete
models.

2.3.4 Integer Linear Programming (ILP). Linear programming [Chvatal 1983]
is a generic methodology to code the requirements of a systeim the form of a
system of linear constraints. Additionally given is a goal uinction that has to be
maximized or minimized to obtain an optimal assignment of vdues to the system's
variables. One speaks ofnteger Linear Programming if these values are required
to be integers. While linear programs can be solved in polynmial time, requiring
the solution to be integer makes the problem NP-hard. This irdicates that the use
of ILP should be restricted to small problem instances or to sibproblems of timing
analysis generating only small problem instances.

In the timing-analysis domain, ILP is used in the IPET approach to bounds
calculation, see Sectiorl-34. The control ow of tasks is traslated into integer
linear programs, essentially by coding Kirchho 's rule about the conservation of
ow. Extra information about the control ow can often be cod ed as additional
constraints. The goal function expresses the execution tim of the program under
analysis. Its maximal value is then an upper bound for all exeution times.

An escape from the exponential complexity that is often taken in other appli-
cation domains is to use heuristics. These heuristics willi general only arrive at
suboptimal solutions. A suboptimal solution in timing anal ysis represents an unsafe
estimate for the WCET. Thus the escape of resorting to heurisics is barred.

ILP has been used for a completely di erent purpose, namely 6 model (very
simple) processor models[Li et al. 1998; Li et al. 199%a]. d¢ivever, the complexity
of solving the resulting integer linear programs did not albw this approach to
scale [Wilhelm 2004].
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2.3.5 Annotation. The annotation of tasks with information available from the
developer is a generic technique to support subsequently afied automatic vali-
dation techniques. The developer using a WCET tool may have ¢ supply some
information that the tool needs in separate les or by annotating the task. This
information describes

[the memory layout and any needed characteristics of memory areas,
[ranges for the input values of the task,

linformation about the control ow of the task if not determi ned automatically,
e.g. loop bounds, shapes of nested loops, if iterations ofrier loops depend on
iteration variables of outer loops, frequencies of paths obranches taken,

|deviations from the standard function-calling conventio ns, and

|directives as to the desired precision of the result, which often depends on the
invested e ort for di erentiating contexts.

2.3.6 Frontend. Most WCET tools analyze software at the executable level,
since only at this level is all necessary information availle. The rst phase in
timing analysis is thus the decoding of the executable and tke reconstruction of its
control ow. This can be quite involved depending on the instruction set of the
processor and the code-generation patterns of the compilerSome timing analysis
tools are integrated with a compiler which emits the neccesary CFG and call graph
for the analysis.

2.3.7 Visualization of Results. The results of timing analysis are presented in
human-readable form, best in the form of an informative vistalization. This usually
shows the call and control- ow graphs annotated with computed timing information
and possibly also information about the processor states.

The following two sections present the two categories of apmaches, static and
measurement-based approaches. Secti@h 5 describes the italle tools from these
two categories in more detail.

3. STATIC METHODS

This class of methods does not rely on executing code on reabldware or on a
simulator, but rather takes the task code itself, combines i with some (abstract)
model of the system, and obtains upper bounds from this comlmation.

Figure @ shows the core components of a static timing-analys tool and the ow
of information.

3.1 Value Analysis

This is a static program analysis. Any method for data-cachebehavior analysis
needs to know e ective memory addresses of data, in order to &ermine where a
memory access goes. E ective addresses are only availableran time. However, a
value analysis as implemented inaiT, see Sectioii2]1, in SWEET, see Sectidn 3.7,
and Bound-T, see Section[2R is able to determine many e ectie addresses in
disciplined code statically [Thesing et al. 2003]. It does @ by computing ranges
for the values in the processor registers and local variabteat every program point.
This analysis is also useful to determine loop bounds and toetect infeasible paths.
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Fig. 4. Core components of a timing-analysis tool. The ow of information is shown by solid
arrows. The dashed arrow represents tool-construction inp ut.

3.2 Control-Flow Analysis

The purpose of control ow analysis is to gather information about possible exe-
cution paths. This set is always nite, since termination must be guaranteed. The
exact set of paths can in general not be determined. Any supeet of this set will

be a safe approximation. The smaller this superset is the béer. The execution

time of any safely eliminated path can be ignored in computirg the upper bound
and thus will not contribute to it.

The input of ow analysis consists of a task representation,e.g. the call graph
and the control- ow graph of the task and possibly additional information such as
ranges for the input data and iteration bounds of some loopsThe latter are either
determined by a preceding value analysis or provided by the ser. The result of the
ow analysis can be seen as constraints on the dynamic behaor of the task. This
includes information on which functions may be called, on dpendencies between
conditionals, and on the (in)feasibility of paths, etc.

There are a number of approaches to automatic ow analysis. 8me of the meth-
ods are general, while others are specialized for certain pes of code constructs.
The research has mostly focused on loop bound analysis, sidounds on loops
are necessary to derive execution-time bounds. The methodslso di er in the type
of codes they analyze, i.e., source-, intermediate- (ins&the compiler) or machine
code.

Control- ow analysis is generally easier on source code thaon machine code, but
it is di cult to map the results to the machine-code program b ecause compilation,
in particular code optimization and linking may change the control- ow structure.

Gustafsson et al. [Gustafsson ef al. 2003] uses a combinatioof ow-analysis
methods. For simple loops, pattern matching is used. The paern matching
uses the result of a value analysis. For more complex loop cetructs, an abstract
interpretation-based method is used([Gustafsson 2000; Gimfsson ef al. 2005]. The
analysis is performed on the intermediate code level. Patten-matching methods
are based on the fact that for most loops the supported compérs use the same or
similar groups of machine instructions to initialize, update and test loop counters.
Pattern-matching nds occurrences of such instruction graups in the code and an-
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alyzes the values of the instruction operands to nd the courter range, for example
in terms of the initial value, the increment or decrement and the nal value of

the counter. The drawback of this method is that it can be defeated by compiler
optimizations, or by evolution of the compiler itself, if this changes the emitted
instruction patterns so much that the matching fails.

Bound-T, see Section[2R, models the computational e ect ofeach instruction
as a relation between the "before" and "after" values of the \ariables (registers
and other storage locations). The relation is expressed in Rsburger Arithmetic
as a set of ane (linear plus constant term) equations and inequations, possibly
conditional. Instruction sequences are modelled by concanating (joining) the
relations of individual instructions. Branching control- ow is modelled by adding
the branch condition to the relation. Merging control- ow i s modelled by taking
the union of the in owing relations.

Loops are modelled by analysing the model of the loop-body telassify variables
as loop-invariant or loop-variant. The whole loop (including an unknown number
of repetitions) is modelled as a relation that keeps the loognvariant variables
unchanged and assigns unknown values to the loop-variant véables. This is a
rst approximation that may be improved later in the analysi s when the number
of loop iterations is bounded. With this approximation, the computations in an
entire subprogram can be modelled in one pass (without xpont iteration).

To bound loop iterations, Bound-T rst re-analyses the model of the loop body in
more detail to nd loop-counter variables. A loop counter is a loop-variant variable
such that one execution of the loop body changes the variabley an amount that
is bounded to a nite interval that does not contain zero. If B ound-T also nds
bounds on the initial and nal values of the variable, a simple computation gives a
bound on the number of loop iterations.

Whalley et al. [Healy et al. 1998; Healy and Whalley 1999] usdata ow analysis
and special algorithms to calculate bounds for single and reted loops in conjunc-
tion with a compiler. [Stappert and Altenbernd 2000] uses synbolic execution on
the source code level to derive ow information. aiT's loop-bound analysis, see
Section[®, is based on a combination of an interval-basedbatract interpretation
and pattern-matching [Thesing 2004] working on the machinecode.

The result of control- ow analysis is an annotated syntax tree for the structure-
based approaches, see Secti@dB.4, and a set of ow facts alidhe transitions of
the control- ow graph, otherwise. These ow facts are translated into a system of
constraints for the methods using implicit path enumeration, see Sectioiz314.

3.3 Processor-Behavior Analysis

As stated in Section[ZTP, a typical processor contains seval components that
make the execution time context-dependent, such as memoryaches, pipelines and
branch prediction. The execution time of an individual instruction, even a memory
access depends on the execution history. To nd precise exation-time bounds for
a given task, it is necessary to analyze what the occupancy ate of these processor
components for all paths leading to the task's instructionsis. Processor-behavior
analysis determines invariants about these occupancy stas for the given task.
In principle, no tool is complete that does not take the processor periphery into
account, i.e., the full memory hierarchy, the bus, and perigheral units. In so far, an
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even better term would be hardware-subsystem behavior analysisThe analysis is
done on a linked executable, since only this contains all theecessary information.
It is based on an abstract model of the processor, the memoryubsystem, the buses,
and the peripherals, which is conservative with respect to he timing behavior of
the concrete hardware, i.e., it never predicts an executioriime less than that which
can be observed on the concrete processor.

The complexity of deriving an abstract processor model strogly depends on the
class of processor used.

|For simpler 8bit and 16bit processors the timing model cons truction is rather
simple, but still time consuming, and rather simple analyses are required. Com-
plicating factors for the processor behavior analysis ineldes instructions with
varying execution time due to argument values and varying daa reference time
due to di erent memory area access times.

|For somewhat more advanced 16bit and 32bit processors, like the NEC V850E,
possessing a simple (scalar) pipeline and maybe a cache, ocen analyze di er-
ent hardware features separately, since there are no timinggnomalies, and still
achieve good results. Complicating factors are similar asof the simpler 8- and
16-bit processors, but also include varying access times @uto cache hits and
misses and varying pipeline overlap between instructions.

[More advanced processors, which possess many performancenhancing features
that can in uence each other, will exhibit timing anomalies. For these, timing-
model construction is very complex. Also the analyses to besed are less modular
and more complex [Heckmann_ et al. 2003].

In general, the execution-time bounds derived for an instretion depend on the
states of the processor at this instruction. Information about the processor states
is derived by analyzing potential execution histories leaéhg to this instruction.
Di erent states in which the instruction can be executed may lead to widely varying
execution times with disastrous e ects on precision. For irstance, if a loop iterates
100 times, but the worst case of the bodyeneqay , Only really occurs during one of
these iterations and the others are considerably faster (satwice as fast), the over-
approximation is 99 0:5 eyqqy . Precision can be gained by regarding execution in
classes of execution histories separately, which correspd to ow contexts. These
ow contexts essentially express by which paths through logs and calls control can
arrive at the instruction. Wherever information about the p rocessor's execution
state is missing a conservative assumption has to be made otlgossibilities have
to be explored.

Most approaches use Data Flow Analysis, a static program-aalysis technique
based on the theory of Abstract Interpretation [Cousot and Cousot 1977]. These
methods are used to compute invariants, one per ow context,about the proces-
sor's execution states at each program point. If there is ondnvariant for each
program point, then it holds for all execution paths leading to this program point.
Di erent ways to reach a basic block may lead to di erent invariants at the block's
program points. Thus, several invariants could be computed Each holds for a
set of execution paths, and the sets together form a partition of the set of all ex-
ecution paths leading to this program point. Each set of suchpaths corresponds
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to what sometimes is called acalling context, a context for short. The invariants

express static knowledge about the contents of caches, thecoupancy of functional

units and processor queues, and of states of branch-predion units. Knowledge

about cache contents is then used to classify memory accessas de nite cache
hits (or de nite cache misses). Knowledge about the occupacy of pipeline queues
and functional units is used to exclude pipeline stalls. Asame that one uses the
following method: First accept Murphy's Law, that everythi ng that can go wrong,

actually goes wrong, assuming worst cases all over. Then blottypes of \good

news" of the type described above can often be used to reducée upper bounds
for the execution times. Unfortunately, this approach is na safe for many processor
architectures with timing anomalies, see Sectioi 2ZT13.

3.4 Estimate Calculation

The purpose is to determine an estimate for the WCET. In dynaric approaches the
WCET estimate can underestimate the WCET, since only a subseof all executions
is used to compute it. Combining measurements of code snhippe to end-to-end
execution times can also overestimate the WCET, if pessimtic estimates for the
shippets are combined. In static approaches this phase compes an upper bound
of all execution times of the whole task based on the ow and tining information

derived in the previous phases. It is then usually calledBound Calculation. There
are three main classes of methods combining analytically dermined or measured
times to end-to-end estimates proposed in literature: structure-based path-based
and techniques usingimplicit path enumeration (IPET).

Fig. Htaken from |[Ermedahl 2003] shows the di erent methods Fig. B(a) shows
an example control- ow graph with timing on the nodes and a loop-bound ow
fact.

In structure-based bound calculation as used in Heptane, cfColin_and Puaut 2000]
and Section[®6, an upper bound is calculated in a bottom-up taversal of the syn-
tax tree of the task combining bounds computed for constituaits of statements
according to combination rules for that type of statement [Colin_and Bernat 2002;
Colin_and Puauf 2000;[Lim_et al. 199%]. Fig.[5(d) illustrates how a structure-based
method would proceed according to the task syntax tree and gien combination
rules. Collections of nodes are collapsed into single nodesimultaneously deriv-
ing a timing for the new node. As stated in SectionfZZZIPR, preision can only be
obtained if the same code snippet is considered in a number afi erent ow con-
texts, since the execution times in di erent ow contexts can vary widely. Taking
ow contexts into account requires transformations of the syntax tree to re ect the
di erent contexts. Most of the pro table transformations, e.g. loop unrolling, are
easily expressed on the syntax tree_[Colin_and Bernat 2002].

Some problems of the structure-based approach are that notwery control ow
can be expressed through the syntax tree, that the approachssumes a very straight-
forward correspondence between the structures of the soueand the target program
not easily admitting code optimizations, and that it is in general not possible to
add additional ow information as can be done in the IPET case

In path-based bound calculation, the upper bound for a task § determined by
computing bounds for di erent paths in the task, searching for the overall path
with the longest execution time [Healy et al. 1999 Stappertand Altenbernd 2000;

ACM Transactions on Programming Languages and Systems, Vol .V, No. N, Month 20YY.



Worst-Case Execution Time Problem 15

Stappert et al. 2001]. The de ning feature is that possible eecution paths are
represented explicitly. The path-based approach is natural within a single loop
iteration, but has problems with ow information extending across loop-nesting
levels. The number of paths is exponential in the number brach points, possibly
requiring heuristic search methods.

Fig. B(b) illustrates how a path-based calculation method would proceed over
the graph in Fig. B(a). The loop in the graph is rst identied and the longest
path within the loop is found. The time for the longest path is combined with ow
information about the loop bound to extract an upper bound for the whole task.

In IPET, program ow and basic-block execution time bounds are combined into
sets of arithmetic constraints. The idea was originally prqposed in [Li.and Malik 1995]
and adapted to more complex ows and hardware timing e ects in [Puschner and Schedl 1995;
Engblom 2002;[ Theiling 2002h[ Theiling 2002b;_Ermedahl 2(8]. Each basic block
and program ow edge in the task is given a time coe cient (tenityy ), expressing
the upper bound of the contribution of that entity to the tota | execution time every
time it is executed and a count variable enity ), corresponding to the number of
times the entity is executed. An upper bound is dg,termined by maximizing the
sum of products of the execution counts and times ( i, niies Xi i), Where the
execution count variables are subject to constraints re eting the structure of the
task and possible ows. The result of an IPET calculation is an upper timing bound
and a worst-case count for each execution count variable.

Fig. B(c) shows the constraints and formulae generated by atPET-based bound-
calculation method for the task illustrated in Fig. §{a). Th e start and exit con-
straints state that the task must be started and exited once. Thestructural con-
straints re ect the possible program ow, meaning that for a basic block to be
executed it must be entered the same number of times as it is éed. The loop
bound is speci ed as a constraint on the number of times the loop-had nodeA can
be executed.

IPET is able to handle di erent types of ow information. It h as traditionally
been applied in a global fashion treating the whole task and & ow information
together as a unit. IPET-based bound calculation uses integr linear program-
ming (ILP) or constraint programming (CP) techniques, thus having a complexity
potentially exponential in the task size. Also, since ow facts are converted to con-
straints, the size of the resulting constraint system growswith the number of ow
facts.

3.5 Symbolic Simulation

Another static method is to simulate the execution of the task in an abstract model
of the processor. The simulation is performed without input, the simulator thus
has to be capable to deal with partly unknown execution state This method
combines ow analysis, processor-behavior prediction, ath bound calculation in one
integrated phase [Lundgvist 2002]. One problem with this agproach is that analysis
time is proportional to the actual execution time of the task. This can lead to a
very long analysis since simulation is typically orders of nagnitudes slower than
native execution.
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4. MEASUREMENT-BASED METHODS

These methods execute the task on the given hardware or a sirator for some
set of inputs and determine the maximum of the measured time®r their distribu-
tion. As stated above, measurement can not be used to deriveugrantees, since in
general only a subset of the executions not guaranteed to ctain the worst case
is considered. Even one execution would be enough if the wdrsase input were
known. An additional problem is that only a subset of the possble contexts (ini-
tial processor states) is used for each measured basic blodk other kind of code
segment. The path-subset problem can be solved in the same was for the static
methods, by using control ow analysis to nd all possible paths and then using
bound calculation to combine the measured times of the codeegments into an
overall time bound. This solution would include all possible paths, but would still
produce unsafe results if the measured basic-block times weunsafe. The context-
subset problem can be attacked by running more tests to mease more contexts or
by setting up a worst-case initial state at the start of each measured code segment.
However, identifying worst-case initial states is hard or een impossible for complex
processors, see Sectidd 4. The rst method (more tests) onlgecreases, but does
not eliminate the risk of unsafe results and is expensive umlss intensive testing is
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already done for other reasons. The second method (use worsase initial state)
would be safe if one could determine a worst-case initial sta.

Some measurement-based tools, for example SymTA/P, see Sen B9, can com-
pute ET bounds for processors with simple timing behaviour,but produce only
estimates of the BCET and WCET for more complex processors. @er tools, for
example RapiTime, see Sectiol210, collect and analyse ntigle measurements
to provide a picture of the variability of the execution time of the application, in
addition to estimates of the BCET and WCET.

There are multiple ways in which the measurement can be perfoned. The sim-
plest approach is by extra instrumentation code that colleds a timestamp or CPU
cycle counter (available in most processors). Mixed HW/SW nstrumentation tech-
nigues require external hardware to collect timings of lighweight instrumentation
code. Fully transparent (non-intrusive) measurement meckanisms are possible us-
ing hardware tracing mechanisms like the NEXUS standard andthe ETM tracing
mechanism from ARM. Measurements can also be performed frorthe output of
processor simulators or even VHDL simulators.

The methodology is basically the same for all approaches: mthe same task
many times and try di erent potentially \really bad" input v alues to provoke the
WCET. This is time-consuming and di cult work, and even wors e, it is hard to
guarantee that the actual WCET has been found. Moreover, eals measurement
run only gives the execution time for a single execution path If the number of
possible test-cases is large it might be impossible to penfm exhaustive testing.

The results of measurement-based analysis can be used to pide a picture of
the actual variability of the execution time of the application. They can also be
used to provide validation for the static analyis approache. Measurement should
also not produce execution times that are far lower than the mes predicted by
analytical methods, because this would indicate that the ldter are imprecise.

A traditional method still used in industry combines measuring and static meth-
ods. Here, small snippets of code are measured for their exdon time, then a
safety margin is applied and the results for code pieces are combined acabing
to the structure of the whole task. E.g. if a tasks rst executes a snippetA and
then a snippet B, the resulting time is that measured for A (plus a potential safety
margin), ta, added to that measured forB (plus a potential safety margin), tg:
t = ta + tg. This reduces the amount of measurements that have to be made
as code snippets tend to be reused a lot in control software ahonly the di erent
shippets need to be measured. It assumes compositionality,e., a possibility to
combine bounds for constituents of a program construct to a lound for the con-
struct. The context dependence of execution times, see Saoh [Z7T.3, requires very
sophisticated methods like the one inl[Lim_ef al._ 1995] to kep compositionality.

The Problem of the Initial State. Architectures with timing anomalies o er a
di cult problem for dynamic approaches. The question is which state to select
as initial state for simulation or execution. An initial sta te for the task or for a
part of it should be selected conservatively, i.e., should arrespond to the worst
case. However, processors with timing anomalies have localorst cases, but it's
not clear how they contribute to the overall execution time. This means that all
methods that measure, analyze or simulate program pieces amafterwards compose
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the results have di culties to select an initial state conservatively. All the possible
execution paths that may contribute to the global upper bound have be analyzed.
Methods based on abstract interpretation have ways to expres the absence of in-
formation. The approach that uses static program analysis b obtain upper bounds
for local parts of tasks, e.g., basic blocks, by abstractly isnulating the processor
execution considers the global ow of the task for the procesor-behavior analy-
sis by propagating simulation results between basic blocks Thus, no worst case
assumptions need to be made by the analysis on the basic blod&vel.

5. COMMERCIAL WCET TOOLS AND RESEARCH PROTOTYPES

The tool providers and researchers participating in this suvey have received the
following list of questions:

|[What is the functionality of your tool?

|[What methods are employed in your tool?

[What are the limitations of your tool?

|[Which hardware platforms does your tool support?

This section can be seen as to have the following line-up of tds, from completely
static tools such asaiT in Subsection[®, Bound-T in Subsectioii512, and the proto-
types of Florida (Subsection[®B, Vienna (Subsectiofihl4, i8gapore (Subsectioriab,
and IRISA (Subsection &8, through mostly static tool with a small rudiment of
measurement in SWEET (very controlled pipeline measuremets on a simulator),
in Subsection[®T, and the Chalmers prototype (SubsectiofiCH), through SymTA/P
(cache analysis and block/segment measurement starting ém a controlled cache
state and bound calculation), in Subsection[2D, to the mostmeasurement-based
tool, RapiTime (block measurement from an uncontrolled initial state and bound
calculation), in Subsection[&TD.

5.1 The aiT Tool of Absint Angewandte Informatik, Saarbieen, Germany

Functionality of the Tool. The purpose of Absint's timing-analysis tool aiT is
to obtain upper bounds for the execution times of code snippts (e.g. given as
subroutines) in executables. These code snippets may be tescalled by a scheduler
in some real-time application, where each task has a specickdeadline. aiT works
on executables because the source code does not contain imf@tion on register
usage and on instruction and data addresses. Such addressase important for
cache analysis and the timing of memory accesses in case tkesre several memory
areas with di erent timing behavior.

Apart from the executable, aiT might need user input to be able to compute a
result or to improve the precision of the result. User annotdions may be written
into parameter les and refer to program points by absolute addresses, addresses
relative to routine entries, or structural descriptions (like the rstloop in a routine).
Alternatively, they can be embedded into the source code aspecial comments. In
that case, they are mapped to binary addresses using the lineformation in the
executable.

Apart from the usual user annotations (loop bounds, ow facts), aiT supports
annotations specifying the values of registers and varialgs. The latter is useful for
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Fig. 6. Architecture of the aiT WCET analysis tool

analyzing software running in several di erent modes that are distinguished by the

value of a mode variable.

The aiT versions for all supported processors share a common architture as

shown in Fig.d:

|First, the control ow is reconstructed from the given obje ct code by a bot-
tom up approach. The reconstructed control ow is annotated with the infor-
mation needed by subsequent analyses and then translated tm CRL (Control
Flow Representation Language, a human-readable intermedie format designed
to simplify analysis and optimization at the executable/assembly level). This
annotated control- ow graph serves as the input for the following analysis steps.
[Next, value analysis computes ranges for the values in the processor registers
at every program point. Its results are used for loop bound aalysis, for the
detection of infeasible paths depending on static data, ando determine possible
addresses of indirect memory accesses. An extreme case ofittol depending on
static data is a virtual machine program interpreting abstr act code given as data.
[Souyris et al.]] report on a successful analysis of such an atract machine.
aiT's cache analysis relies on the addresses of memory accesae$ound by value
analysis and classi es memory references as sure hits and teatial misses. It is

based upon [[Ferdinand and Wilhelm 1998], which handles LRU aches, but had

to be modied to re ect the non-LRU replacement strategies of common mi-
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croprocessors: the pseudo-round-robin replacement policof the ColdFire MCF
5307, and the PLRU (Pseudo-LRU) strategy of the PowerPC MPC 50 and 755.
The deviation from perfect LRU is the reason for the reduced pedictability of
the cache contents in case of these two processors comparea grocessors with
perfect LRU caches[[Heckmann et al. 2003].

|Pipeline analysis predicts the behavior of the task on the p rocessor pipeline.
The result is an upper bound for the execution time of each bas block in each
distinguished execution context.

|[Finally, bound calculation (called path analysis in the aiT framework) determines
a worst-case execution path of the task from the timing information for the basic
blocks.

Employed Methods. The structuring of the whole task of determining upper
bounds into several phases allows di erent methods tailord to the subtasks to
be used. InaiT's case, value analysis and cache/pipeline analysis are rigzed
by abstract interpretation, a semantics-based method for gtic program analy-
sis [Ferdinand and Wilhelm 1999;[ Ferdinand ef al. 2001{ Langnbach et al. 2002].
Path analysis is implemented by integer linear programming Reconstruction of
the control ow is performed by a bottom-up analysis [Thelling et al. 2000]. De-
tailed information about the upper bounds, the path on which it was computed,
and the possible cache and pipeline states at any program puaii are attached to
the call graph / control- ow graph and can be visualized in Absint's graph browser
aiSee

Limitations of the Tool. aiT includes automatic analysis to determine the targets
of indirect calls and branches and to determine upper bound®f the iterations of
loops. These analyses do not work in all cases. If they fail,hte user has to provide
annotations.

aiT relies on the standard calling convention. If some code doe& adhere to the
calling convention, the user might need to supply additiond annotations describing
control ow properties of the task.

Supported Hardware Platforms. Versions of aiT exist for the Motorola Pow-
erPC MPC 555, 565, and 755, Motorola ColdFire MCF 5307, ARM7 TDMI,
HCS12/STAR12, TMS320C33, C166/ST10, Renesas M32C/85 (prtotype), and
In neon TriCore 1.3.

5.2 The Bound-T Tool of Tidorum, Helsinki, Finland

The Bound-T tool was originally developed at Space Systems iRland Ltd under
contract with the European Space Agency (ESA) and intended ér the veri cation
of on-board software in spacecraft. Tidorum Ltd is extendirg Bound-T to other
application domains.

Functionality of the Tool. The tool determines an upper bound on the execution
time of a subroutine, including called functions. Optionally, the tool can also
determine an upper bound on the stack usage of the subroutineincluding called
functions.

The input is a binary executable program with (usually) an embedded symbol
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table (debug information). The tool is able to compute upper bounds on some
counter-based loops. For other loops the user provides antetions, called asser-
tions in Bound-T. Annotations can also be given for variable values to support the
automatic loop-bounding.

The output is a text le listing the upper bounds etc. and grap h les showing call-
graphs and control- ow graphs for display with the DOT tool [ (Gansner_and North 2000].

As a further option, when the task under analysis follows the ESA-specied
HRT (\Hard Real Time") tasking architecture, Bound-T can ge nerate the HRT
Execution Skeleton File that contains both the tasking structure and the computed
bounds and can be fed directly into the ESA-developed toolsdr Schedulability
Analysis and Scheduling Simulation.

Employed Methods. Reading and decoding instructions is hand-coded based on
processor manuals. The processor model is also manually cgructed for each
processor. Bound-T has general facilities for modelling adrol ow and integer
arithmetic, but not for modelling complex processor states Some special-purpose
static analyses have been implemented, for example for the FARC register- le
over ow and under ow traps and for the concurrent operation of the SPARC Integer
Unit and Floating Point Unit. Both examples use (simple) abstract interpretation
followed by ILP.

The control- ow graph (CFG) is often de ned to model the proc essor's instruction-
sequencing behaviour, not just the values of the program cauter. A CFG node
typically represents a certain pipeline state, so the CFG isreally a pipeline-state
graph. Instruction interactions (e.g. data-path blocking) are modelled in the time
assigned to CFG edges.

Counter-based loops are bounded by modelling the task’s Igecounter arithmetic
as a set of a ne equations in the Presburger Arithmetic formalism. The Omega
Calculator from Maryland University [Pugh 1991] is used to aeate and analyze the
equation set. Loop-bounds can be context-dependent if thegepend on scalar call-
by-value parameters for which actual values are provided athe top (caller end) of
a call-path.

The worst-case path and the upper bound for one subroutine a found by the
Implicit Path Enumeration Technique, (see Section[343) appied to the control- ow
graph of the subroutine. The Ip_solve tool is used[[Berkelaai ]. If the subroutine
has context-dependent loop bounds, the IPET solution is computed separately for
each context (call path).

Annotations are written in a separate text le, not embedded in source-code. The
program element to which an annotation refers is identi ed by a symbolic name
(subroutine, variable) or by structural properties (loops, calls). The structural
properties include nesting of loops, location of calls withrespect to loops, and
location of variable reads and writes.

Limitations of the Tool. The task to be analyzed must not be recursive. The
control- ow graphs must be reducible. Dynamic (indexed) cdls are only analyzed
in special cases, when Bound-T's data- ow analysis nds a uigue target address.
Dynamic (indexed) jumps are analyzed based on the code pattes that the sup-
ported compilers generate for switch/case structures, butnot all such structures
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are supported.

Bound-T can detect some infeasible paths as a side-e ect ofs loop-bound anal-
ysis. There is, however, no systematic search for such pathsPoints-to analysis
(aliasing analysis) is weak, which is a risk for the correctess of the loop-bound
analysis.

The bounds of an inner loop cannot depend on the index of the der loop(s).
For such \non-rectangular” loops Bound-T can often producea \rectangular" upper
bound. Loop-bound analysis does not cover the operations @hultiplication (except
by a constant), division or the logical bit-wise operations (and, or, shift, rotate).

The task to be analyzed must use the standard calling convembns. Furthermore,
function pointers are not supported in general, although sone special cases such as
statically assigned interrupt vectors can be analyzed.

No cache analysis is yet implemented (the current target praessors have no cache
or very small and special caches). Any timing anomalies in tle target processor
must be taken into account in the execution time that is assigied to each basic block
in the CFG. However, the currently supported, cacheless proessors probably have
no timing anomalies. As Bound-T has no general formalism (bgond the CFG) for
modelling processor state, it has no general limitations inthat regard, but models
for complex processors would be correspondingly harder tariplement in Bound-T.

Supported Hardware Platforms. Intel-8051 series (MCS-51), Analog Devices ADSP-
21020, ATMEL ERC32 (SPARC V7), Renesas H8/300, ARM7 (prototype) and
ATMEL AVR and ATmega (prototypes).

5.3 Research Prototype from Florida State University, No@arolina State University,
Furman University

The main application areas for our timing analysis tools arehard real-time systems
and energy-aware embedded systems with timing constraints We are currently
working on using our timing analyzer to provide QoS for soft real-time systems.

Functionality of the Tool. The toolset performs timing analysis of a single task
or a subroutine.

A user interacts with the timing analyzer in the following manner. First, the
user compiles all of the les that comprise the task. The comjler was modi ed to
produce information used by the timing analyzer, which incudes number of loop
iterations, control ow, and instruction characteristics . The number of iterations
for simple and non-rectangular loop nests are supported. Té timing analyzer
produces lower bounds and upper bounds for each function antbop in the task.
This entire process is automatic.

Employed Methods. The tool uses data- ow analysis for cache analysis to make
caching categorizations for each instruction[[Arnold_ef al 1994]. It supports direct-
mapped and set-associative caches_[Mueller 2000]. Contraw analysis is used to
distinguish paths at each loop and function level in the task[Arnold et al. 1994].
The pipeline is simulated to obtain the upper bound of each p#h, caching cate-
gorizations are used during this time so that pipeline stals and cache-miss delays
can be properly integrated [Healy et al. 1995]. The loop anafsis iteratively nds
the worst-case path until the caching behavior reaches a xd point that is guaran-
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teed to remain the samel[Arnold_ef al. 1994 Mueller 2000]. Lop bounds analysis
is performed in the compiler to obtain the number of iterations for each loop.
The timing analyzer is also able to address non-rectangulatoop nests, which is
modeled in terms of summations|[[Healy et al. 2000]. Parameic timing analysis

support is also provided for run-time bound loops by produchg a bounds formula
parameterized on loop bounds rather than cyclesl[Vivancosteal. 2001]. Branch
constraint analysis is used to tighten the predictions by dsregarding paths that are
infeasible [Healy and Whalley 200P]. A timing tree is used toevaluate the task in
a bottom-up fashion. Functions are distinguished into instances so that caching
categorizations for each instance can be separately evalted [Arnold ef al. 1994].

Limitations of the Tool. Loop bounds for numeric timing analysis are required
to be statically known, or there has to be a known loop bound inthe outer
loop in a non-rectangular loop nest. Loop bounds need not betatically known
when using parametric timing analysis support. Like most oher timing analy-
sis tools, no support is provided for pointer analysis or dymmic allocation. No
calls through pointers are allowed since the call graph mustbe explicit to ana-
lyze the task. We also do not allow recursion since we do not erently provide
any support to automatically determine the maximum number of recursive calls
that can be made in a cyclic call graph. We provide limited data cache sup-
port wrt. access patterns [White ef al. 1999]. We also provi@ limited support
for data cache analysis for array accesses in loop nest usimgache miss equa-
tions [Ramaprasad and Mueller 2005]. The timing analyzer isonly able to deter-
mine execution-time bounds of applications on simple RISCCISC architectures.
The tool has limited scalability in terms of analyzing small codes in seconds,
medium-sized codes in minutes. But entire systems may take durs/days, which
we do not deem feasible. Scalability depends on the systemdrget device and is
less of a problem with 8-bit systems, but a more signi cant problem with 32-bit
systems.

Supported Hardware Platforms. The hardware platforms include a variety of
uniprocessors (multiprocessors should be handled in schelability analysis). These
include the MicroSPARC I, Intel Pentium, StarCore SC100, PISA/MIPS, and
Atmel Atmega [Anantaraman et al. 2003; [Mohan et al. 200%]. Exeriments have
been performed with the Force MicroSPARC | VME board. The timing analyzer
WCET predictions have been validated on the Atmel Atmega to cycle-level accu-
racy [Mohan_ef al. 2005].

5.4 Research Prototypes of TU Vienna

The TU Vienna real-time group has developed a number of tool pototypes for

experimenting with di erent approaches to execution-time analysis. Three of these
are presented in this paper: The rstis a prototype tool for static timing analysis

that has been integrated into a Matlab/Simulink tool chain a nd can analyze C code
or Matlab/Simulink models. Second we present aneasurement-based toothat uses

genetic algorithms to direct input-data generation for timing measurements in the
search for the worst case or long program execution times. Té third tool is a

hybrid tool for timing analysis that uses both measurements and elemestfrom

static analysis to assess the timing of C code.
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5.4.1 TU Vienna Research Prototype for Static Analysis.

Functionality of the Tool. The timing analysis for C programs performs timing
analysis for software coded inwcetC , wherewcetC is a subset of C with exten-
sions that allow users or tool components for ow analysis tomake annotations
about (in)feasible execution paths [Kirner 2002]. The tool cooperates with a C
compiler. The compiler translates thewcetC code into object code and some in-
formation for the WCET analyzer. This object code is then andyzed to compute an
upper bound. Back annotation of bound information for single statements, entire
functions, and tasks are possible.

A component of the static tool has been built into the Matlab/ Simulink tool
chain. This component generates code from the block set thaincludes all path
annotations necessary for timing analysis, i.e., there is @ need to perform any ad-
ditional ow analysis or annotate the code. In that way the to ol supports fully au-
tomatic timing analysis for the complete Matlab/Simulink b lock set de ned within
the European IST project SETTA, see [Kirner et al. 2002]. In addition, the tool
supports back annotation of detailed execution-time infomation for individual Mat-
lab/Simulink blocks and entire Matlab/Simulink applicati on models.

Employed Methods. A number of adaptations had been made to the Matlab/Simulink
tool chain. First, the code-generation templates used by tle target language com-
piler (TLC) were modi ed. The templates for our block set were changed so that
TLC generates Code withwcetC macros instead of pure C code. Second, a GNU C
compiler was adapted to translatewcetC code and cooperate with the WCET an-
alyzer. The modi ed C compiler uses abstract co-interpretaion of path information
during code translation in order to trace changes in the contol structure as made by
code optimization. This co-transformation of path information is the key to keeping
path information consistent in optimizing compilers, thus facilitating timing analy-
sis of highly optimized code [[Kirner_ and Puschner 2003; Kirer 20038]. It computes
execution-time bounds for the generated code by means of iager linear program-
ming adding information about infeasible execution paths/Puschner and Schedl 1997].
Back annotation of timing-analysis results to the Matlab/S imulink speci cation
level is done via dedicated WCET blocks that represent time wunds for blocks and
entire tasks.

Limitations of the Tool. If used together with the SETTA Matlab/Simulink block
set, the static WCET tool provides a fully automated timing a nalysis, i.e., there is
no need for annotations or help from the user to calculate exaution-time bounds.
So there are no limitations besides the fact that the progranmer must only use
blocks from the block set.

In case the tool is to be used to analyze C code it may be necesgdo annotate the
code with information about (in)feasible paths (either by using a ow-annotation
tool or by providing manual annotations). In the latter case the quality of the
computed bounds strongly depends on the quality of the annattions.

Supported Hardware Platforms. M68000, M68360, and C167.

5.4.2 TU Vienna Research Prototype for Measurement-based Analys.
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Fig. 7. Architecture of the TU-Vienna hybrid timing analysi s tool

Functionality of the Tool. The measurement-based tool for dynamic execution-
time analysis yields optimistic approximations to the upper bounds on execution
times of a piece of code.

Employed Methods. Genetic algorithms are used to generate input data for exedion-
time measurements [[Puschner and Nossal 1998] as follows: Ate beginning, the
task or program under observation is run with a number of randbm input-data sets.
For each of the input data sets the execution time is measurednd stored. The
execution-time values are then used as tness values for therespective input data
sets (i.e., longer execution times imply higher tness). The tness values, in turn,
form the basis for the generation of a new population of inputdata sets by the
genetic algorithms. The GA-based input-data generation stategy is repeated until
the termination criterion as speci ed for the analysis is reached [Atanassov et al. 1999].

Limitations of the Tool. GA-based bounds search can in general not guarantee to
produce safe results, as measurement-based techniques apgch the upper bound
from the side of lower execution times.

Supported Hardware Platforms. The targets supported include the C167, and
PowerPC processors.

5.4.3 TU Vienna Research Prototype for Hybrid Analysis.

Functionality of the Tool. The hybrid timing analysis tool combines static pro-
gram analysis techniques and execution time measurements tcalculate an estimate
of the WCET. The main features of the tool are the automatic segmentation of the
program code into segments of reasonable size and the autotitageneration of test
data used to measure the execution times of all subpaths witim each program seg-
ment. The tool has been designed with a special focus on analing automatically
generated code, e.g., code generated from Matlab/Simulinknodels.
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The architecture of the hybrid analysis tool is given in Fig.[[d. The tool takes a
C program as input, partitions the program into code segmens, and extracts path
information that is used during the nal bounds calculation to identify infeasible
paths within the program. Automatic test-data generation is used to derive the
required input data for the execution-time measurements. The measurements are
typically performed remotely on the real target hardware. Measurement results are
processed to construct a timing model speci c to the analyzd program, which is
used together with the path information to calculate a WCET estimate.

Employed Methods. The central technique of the hybrid timing-analysis tool is
the automatic test-data generation used to derive a WCET esimate by means
of execution time measurements. To approach a full subpath @verage within each
program segment, a formal test-data generation method baskon model checking is
used [Wenzel et al. 20054, Wenzel et al. 2006b]. However, t@mpensate the high
computation cost of formal test-data generation, a three-¢ep approach is used:

(1) Random search is used to generate the majority of test dat. The path cover-
age of these test data is derived using an automatically, entely instrumented
version of the program.

(2) Heuristic search methods like genetic algorithms allowto improve the segment
coverage already achieved by step 1.

(3) The remaining test data are generated using formal testdata generation based
on madel checkingClarke_ef al. 1999]. The formal model of the program needed
for the model checker is automatically derived from the souce code. Code op-
timizations have to be performed to improve the performanceof the formal
test-data generation [Wenzel ef al. 2005a]. This approach mvides for a given
subpath in a program segment either the test data to trigger ts execution or
the information that this subpath is infeasible.

Based on the measurement results and the path information othe program, the
overall WCET estimate is calculated using integer linear programming.

Limitations of the Tool. As the tool performs static program analysis at the
source code level, it has to be assured that the compiler doesot signi cantly
change the structure of the program code. The hybrid analys tool guarantees
path coverage for each program segment, therefore every exgion scenario is cov-
ered by the analysis. However, the tool does not provide sta coverage, thus the
WCET estimate, though being quite precise, is not guarantee to be a safe upper
bound of the execution times for complex processors havingipelines or caches.
Furthermore, the calculation of the tool supports program- ow annotations only at
the granularity of entire program segments.

Supported Hardware Platforms. The targets supported currently include the HCS12,
and Pentium processors.

However, as the hybrid approach of the tool does not rely on a rdel of a
processor, it is relatively easy to adapt it to other processrs. To port the tool
to a new processor one has to modify the instrumentation codeised to measure
execution times and provide a mechanism to communicate the masurement results
to the host computer.
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5.5 The Chronos Research Prototype from National Universit Singapore
Chronodd is an open-source static WCET analysis tool.

Functionality of the Tool. The purpose of Chronos is to determine a tight upper
bound for the execution times of a task running on a modern preessor with com-
plex micro-architectural features. The input to Chronos is a task written in C and
the con guration of the target processor. The frontend of the tool performs data
ow analysis to compute loop bounds. If it fails to obtain certain loop bounds, user
annotations have to be provided. The user may also input infasible-path informa-
tion to improve the accuracy of the results. The frontend maps this information
from the source code to the binary executable.

The core of the analyzer works on the binary executable. It dsassembles the exe-
cutable to generate the control ow graph (CFG) and performs processor-behavior
analysis on this CFG. Chronos supports the analysis of (i) otrof-order pipelines,
(i) various dynamic branch prediction schemes, (iii) instruction caches, and the
interaction among these di erent features to compute a tight upper bound on the
execution times.

Employed Methods. Chronos employs several innovative techniques to e ciently
obtain safe and tight upper bounds on execution times.

The core of the analyzer determines upper bounds of executintimes of each
basic block under various execution contexts such as corrdg predicted or mis-
predicted jump of the preceding basic blocks and cache hitshisses within the
basic block [LL.2005]. Determining these bounds is challergg for out-of-order
processor pipelines due to the presence of timing anomalie$t requires the costly
enumeration of all possible schedules of instructions witim a basic block. Chronos
avoids this enumeration via a xed-point analysis of the time intervals (instead
of concrete time instances) at which the instructions entefleave di erent pipeline
stages|[[Lief al. 2004].

Next, the analyzer employs Integer Linear Programming (ILP) to bound the
number of executions corresponding to each context. This ischieved by bounding
the number of branch mispredictions and instruction cache nisses. Here ILP is
used to accurately model branch prediction, instruction cahe as well as their inter-
action [LiLef al._ 2005]. The analysis of branch prediction isgeneric and parameteri-
zable w.r.t. the commonly used dynamic branch prediction shemes including GAg
and gshare([Mitra_ef al. 2002]. Instruction caches are anabyed using the ILP-based
technique proposed by Li, Malik, and Wolfe [Lief al. 1999]. Hbwever, the integra-
tion of cache and branch prediction requires analyzing the enstructive and destruc-
tive timing e ects due to cache blocks being \prefetched" along the mispredicted
paths. This complex interaction is accounted for in the anayzer [Liet al. 2003] by
suitably extending the instruction cache analysis.

Finally, bounds calculation is implemented by the IPET technique (see Sec-
tion B4) by converting the loop bounds and user provided inéasible-path infor-
mation to linear ow constraints.

2Chronos, according to Greek mythology, is the personi cati  on of time.
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Limitations of the Tool. Chronos currently does not analyze data caches. Since
the focus is mainly on processor-behavior analysis, the tdgerforms limited data
ow analysis to compute loop bounds. The tool also requires ger feedback for
infeasible program paths.

Supported Hardware Platforms. Chronos supports the processor model of Sim-
pleScalar [Austin_ef al. 2002] sim-outorder simulator, a popular cycle-accurate
micro-architectural simulator. The tool deliberately tar gets a simulated processor
model so that the processor can be easily con gured with di @ent pipeline, branch
prediction, and instruction cache options. This allows the user to evaluate the
e ciency, scalability, and accuracy of the WCET analyzer for various processor
con gurations without requiring the actual hardware. More over, the source code
of the entire tool is publicly available allowing the user to easily extend and adapt
it for new architectural features and estimation techniques.

5.6 The Heptane tool of IRISA, Rennes
Heptane is an open-source static WCET analysis tool released under BL license.

Functionality of the Tool. The purpose ofHeptane is to obtain upper bounds
for the execution times of C programs by a static analysis of heir code (source code
and binary code). The tool analyses the source and/or binaryformat depending
on the calculation method the tool is parameterized to work with.

Employed Methods. Heptane embeds in the same analysis tool an ILP-based and
a timing schema-based method for bound calculation (see Stens [34) and[Z.33.
The former method produces quickly safe, albeit in some cineamstances overesti-
mated upper bounds for a code snippet, while the latter requies more computing
power, but yields tighter results. The two calculation methods cannot be used si-
multaneously on fragments of the same task. The timing-sch@a method operates
on the task's syntactic structure, which is extracted from the source code. The
ILP-based method exploits the task's control- ow graph extracted from the task's
binary.

Finding the upper bound of a loop requires the knowledge of th maximum num-
ber of loop iterations. Heptane requires the user to give this information through
symbolic annotationsin the source program. Annotations are designed to support
non-rectangular and even non-linear loops (nested loops vdse number of iterations
arbitrarily depends on the counter variables of outer loop3 [Colin_and Puauf 2000].
The nal bound is computed using an external evaluation tool (Maple and Maxima
for the computation method based on timing schemata, Ipsolve and CPLEX for
the method based on ILP).

Heptane integrates mechanisms to take into account the e ect ofinstruction
caches pipelines and branch prediction.

|Pipelines are tackled by an o -line simulation of the ow of instructions through
the pipelines.

|An extension of Frank Mueller's so-called static cache simulation [Mueller 2000],
based on data ow analysis is implemented in the tool. It clasi es every instruc-
tion according to its worst-case behavior with respect to tre instruction cache. In-
struction categories take into account loop nesting levels The Heptane tool takes
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as input the memory map of the code (cacheable vs. uncacheabkode regions,
address range of scratchpad memory, if any) as well as the ctamts of locked
cache regions if a cache locking mechanism is used [Puaut afecotigny 2002].

|An approach derived from static cache simulation is used to integrate the e ect of
branch predictors based on a cache of recently taken branckgColin_and Puaut 2000].

The modeling of the instruction cache, branch predictor and pipeline produce re-
sults expressed in a microarchitecture-independent formigsm [Colin_and Puaut 20014d)],
thus allowing Heptane to be easily modi ed or retargeted to a new architecture.

Limitations of the Tool

|[No automatic ow analysis (loop bounds are given manually a s annotations at the
source code level), no detection of mutually exclusive or ifeasible paths, resulting
in pessimistic upper bounds for some tasks (e.g._Colin_andiaut 2001H)]).

|The bound-calculation method based on timing schemata currently does not
support compiler optimizations that cause a mismatch betwen the task's syntax-
tree and control ow graph.

INo support for data cache analysis.

|[Limited number and types of target processors (currently | imited to scalar pro-
cessors with in-order execution) and only the gcc compiler.

Supported Hardware Platforms. Heptane is designed to produce timing infor-
mation for in-order monoprocessor architectures (Pentiuni - accounting for one
integer pipeline only, StrongARM 1110, Hitachi H8/300, and MIPS as a virtual
processor with an overly simpli ed timing model).

5.7 SWEET (SWEdish Execution Time tool)
The tool was previously developed in Paderborn, Uppsala Uniersity and Malardalen
University, but development has now fully moved to Malardalen University.

Functionality of the Tool. SWEET has been developed in a modular fashion, al-
lowing for di erent analyses and tool parts to work rather in dependently [Gustatsson 2000;
Engblom 2002; Ermedahl 2008]. The di erent analyses commuigate through well-
de ned data structures, named scope graph with ow facts and timing model in
Fig. B

SWEET performs automatic WCET analysis of tasks written in C o ering the
following functionality:
|Automatic ow analysis on the intermediate code level.
|Integration of ow analysis and a research compiler.
|Connection between ow analysis and processor-behavior analysis.

[Instruction cache analysis for level one caches.
|Pipeline analysis for medium-complexity RISC processors.

|A variety of methods to determine upper bounds based on the r esults of pipeline
and ow analysis.
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Fig. 8. Architecture of the SWEET timing-analysis tool

Employed Methods. The architecture of the tool is shown in Fig.[d. Flow analysis
is based on a multi-phase approach. Pattern-matching catchs \easy cases" such
as simple loops. Interval-based abstract interpretation (abelled Abstract Execu-
tion in Fig. 8 is used to analyze the code not handled by the p#ern-matching
phase; it can nd loop bounds automatically. Flow analysis is performed on the
intermediate code of a compiler to reduce the problems when apping to object
code [Gustafsson 2000;_Gustafsson et al. 2003;_Gustafssdnaé 20085].

A variety of straight-forward naming techniques is used to mnnect the intermediate-
code level of the ow analysis to the object-code level of theprocessor-behavior
analysis.

Pipeline analysis is performed by executing object code segnces in trace-driven
cycle-accurate simulators. The results of consecutive siglation runs starting with
the same basic block in the code are combined to nd timing e ects across sequences
of two or more blocks in the code[[Engblom 2002].

An instruction-cache analysis similar to [Ferdinand et al. 1999] is executed prior
to pipeline analysis providing access time of the instructbns.

Upper bounds on global execution times are calculated by thee di erent tech-
niques, a fast path-based technique, a standard global IPETmethod, see Sec-
tion B4 and a \clustered" technique. The clustered calcultion can perform both
local IPET and/or local path based calculations (the decisibn on what to use is
based on the ow information available for the speci ¢ program part under analy-
sis) [Ermedahl ef al. 2005{ Ermedahl 2003].

Limitations of the Tool. Each part of the tool, ow analysis, processor-behavior
analysis, and bound calculation have their individual limitations.

There is always code that cannot be analyzed automaticallydr possible program
ows with good results. Our ow analysis method will have problems with tasks
with too much dynamic control. Annotations will be needed in such a case. The
current low-level analysis does not handle data caches.

The pipelines that are amenable to analysis using the simulgon technique are
limited to in-order pipelines with bounded long-timing e e cts. Out-of-order pipelines
are not handled. There is no limitation regarding the structure of the task code:
any arbitrary task graph can be analyzed.

The path-based bound calculation requires that the code of he task is well-
structured. The IPET-based methods can handle arbitrary task graphs.

Supported Hardware Platforms. SWEET's processor-behavior analysis currently
supports the ARM9 core and NEC V850E. The V850E model has beeralidated
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against actual hardware, which the ARM9 has not.

5.8 Research Prototype from Chalmers University of Tecbgyl

This tool is a research prototype that was developed to evalate hew concepts for
the determination of execution-time bounds for tasks exected on high-performance
microprocessors featuring pipelining and multi-level cahing techniques.

Functionality of the Tool. The developed tool is capable of automatically deriving
safe upper bounds for tasks' binaries using a subset of the Rer-PC instruction
set architecture. It is sometimes possible to derive the exaet WCET, in case the
worst-case input of the task is known.

Additional functionality:

|Integration of path and timing analysis through symbolic ¢ ycle-level execution of
the task on a detailed architectural simulation model exterded to handle unknown
input data values [Lundqvist and Stenstem 1999K;|[Lundqgvist 2002)].

|Binary code transformation techniques that eliminate tim ing anomalies, which
may occur when tasks are run on processors where instructienare scheduled
dynamically [Lundqvist and Stenstmm 1999¢; [Lundqgvist 2002].

|A data cache analysis method that can identify data structu res that can be safely
cached - called predictable - so as to improve the worst-casgache performance.
Under this method, data structures with unpredictable access patterns are iden-
ti ed and tagged as non-cacheable[[Lundqvist and Stenstren 19994].

|A method that can determine the worst-case data-cache performance for data ac-
cesses to predictable data structures whose exact locatian the address space is
statically unknown. This method can be applied to improve wast-case cache per-
formance for e.g. procedures whose input parameters are puers to data struc-
tures whose access patterns are predictable, but whose lai@ns in the memory
space are not known until run-time [Cundqvist 2002].

Employed Methods. Simulation models have been used for some time to es-
timate the execution time for tasks on future architectures making use of ad-
vanced pipelining and caching techniques. One such exampie the SimpleScalar
toolset [Austin_et al. 2007]. A key advantage of this approab is that it is possible
to derive arbitrarily accurate estimations of the execution time for a task for a
given set of input data and assuming su cient detail of the ti ming model of the
architectural simulator. Unfortunately, as the input data is unknown for a WCET
analyzer, such simulation models cannot be used o -hand.

Concepts have been developed that leverage on the accuracy architectural
timing models to make tight, but still safe estimates of the execution-time bounds.
One key concept developed is cycle-level symbolic prograninsulation. First, loop
bounds, branch conditions etc., which are not input-data dgendent will be calcu-
lated as the task is executed symbolically on the architectual simulator. However,
in order to handle unknown input data, the instruction-set simulator was extended
with the capability of handling unknown input data. For exam ple, if a branch con-
dition depends on unknown input data, both paths are executé. Inevitably, this
may result in the well-known path explosion problem in program loops with a large
number of iterations. A path-merging approach excludes thepaths that may not
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be part of the worst-case execution path through the task. The analysis that deter-
mines which paths to exclude must take into account what timing e ect they may

have in the future. This involves analysis of worst-case pdormance taking microar-

chitectural features such as pipelining and caching into acount. Methods have been
developed and integrated to do this analysis for a range of ahitectural features

including multi-level instruction and data caches [Lundgvist and Stenstrem 19995,

Lundgvist and Stenstem 19994] and multiple-issue pipelnes with dynamic instruc-

tion scheduling [Lundgvist and Stenstem 1999¢]. How often path merging is car-
ried out is a tradeo between computational speed and accuray of the analysis and
is investigated in [Cundqvist 2004]. The described symbot execution of tasks has
been shown to exclude some infeasible paths thereby makindi¢ execution-time
bounds tighter.

Limitations of the Tool. The user has to provide annotations for non-terminating
loops. At present, our tool is not capable of taking care of ag annotations although
it can be trivially extended with this capability.

An inherent limitation of the approach is the computational complexity of the
analysis. While the path-merging method partly addresses his concern, it also
introduces over-estimation of the WCET. Therefore, we beleve that this approach
is most relevant in the nal stage of the development cycle, vihen the design space
has been narrowed down so that one can a ord the long-runningsimulations for
limited aspects of the entire system.

Supported Hardware Platforms. Our tool currently supports a fairly rich subset
of the PowerPC instruction set architecture. We have also itegrated architectural
timing models for some implementations of the PowerPC featung dual-instruction
issue, a dynamically scheduled pipeline, a parameterizedache hierarchy with split
rst-level set-associative instruction and data caches ad a unied second-level
cache. The cache and block size as well as the associativity @ach cache is param-
eterized.

5.9 Symta/P Tool of TU Braunschweig, Germany

5.9.1 Functionality of the Tool. The purpose of SymTA/P is to obtain upper
and lower execution time bounds of C programs running on mioco-controllers.
SymTA/P is an acronym of SYMbolic Timing Analysis for Processes. The key
idea of SymTA/P is to combine platform independent path analysis on source code
level and platform dependent measurement methodology on gbct code level. The
main bene t is that this hybrid analysis can easily be re-targeted to a new hardware
platform.

The tool takes C-source code as input. The execution time meairement can
be obtained by an o -the shelf cycle-true processor simuladr or by an evaluation
board. Besides the execution time of a task, SymTA/P analyzs the instruction
as well as data cache behavior during a single task executionFurthermore, the
additinal preemption delay for instruction caches in systens with preemptive task
scheduling is analyzed. In such systems, cache behavior cdne strongly degraded
by frequent replacement of cache blocks. SymTA/P analyzeste cache related
preemption delay (CRPD) and provides a cache-aware respomstime analysis.

The approach targets micro-controllers with instruction caches. Timing anoma-
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lies of complex architectures with parallel execution are ot considered. A possible
interference of caches and pipelines are conservatively rdeled by adding a con-
stant time delay which covers potential underestimation ofpipeline behavior during
measurement because a safe initial state is often di cult to enforce.

5.9.2 Employed Methods. The hybrid approach consists of high level path anal-
ysis and low level execution time measurement. Symbolic simglation is the most
accurate but also most complex approach in timing analysis Exact values or ranges
of values of input data are propagated on the control ow graph to analyze every ex-
ecution path of a task. Standard simulation techniques, on he other hand, execute
the entire task with several input data to cover all program paths. The problem
with standard simulation is that potentially exponential n umber of input data are
necessary. The SymTA/P approach identi es the case in whichsymbolic simulation
is identical to standard simulation. If a program path throu gh a complex control
structure has only a single execution path, standard simuléion can be used to de-
termine the execution time. Symbolic simulation would output the same result,
as there is only a single possible execution path. In previaiapproaches the basic
block has been assumed as the smallest entity in program pathnalysis to deter-
mine the execution time of instructions. The execution time behavior of program
segments with only a single feasible path can be calculatedybsymbolic execution
as well as simulation [Wolf 2002; Wolf et al. 20011 Ye and Erns1997] leading to
the same result. Therefore, processor simulation can be uddo determine the ex-
ecution time for single feasible paths. Then, static analys techniques are applied
to calculate the worst-case and best-case execution time dfie entire program.

SymTA/P uses symbolic analysis on the abstract syntax tree b identify such
single feasible paths (SFP) on source code level. The resuk a control ow graph
with nodes containing single feasible paths or basic blockthat are part of a mul-
tiple feasible path. A single feasible path can be beyond bas block boundaries,
for example, a fast Fourier transformation or a nite response lter. In these
cases, the program contains loops with several if-then-edsstatements which are
input independent. This means, that the branch direction depends only on local
variables, for example the loop iteration count. Thereforethe entire loop repre-
sents an SFP and is represented by a single node. The main behef SFPs are
fewer number of instrumentation points. A traditional path analysis based on basic
blocks would estimate the execution time of eachlthen and else branch separately
and would loose valuable system state information in a mergeperation after the
if-then-else  statement.

In a second step, the execution time for each node is estimade O -the-shelf
processor simulators or cost-e cient evaluation boards can be used. The C source
code is instrumented with measurement points that mark the keginning and the
end of each node. Such a measurement point is linked to a plaifm dependent
measurement procedure, such as accessing the system clocekirdernal timer. For
a processor simulator the instrumentation can use a process debugger command to
stop the simulation and store the internal system clock. Then, the entire C-program
with measurement points is compiled, linked and executed onhe evaluation board
(or simulated on the processor simulator). During this measirement, a safe initial
state cannot be assured in all cases. Therefore an additiohdime delay is added

ACM Transactions on Programming Languages and Systems, Vol .V, No. N, Month 20YY.



34 Reinhard Wilhelm et al.

that covers a potential underestimation during such a meastement.

At this step, SymTA/P assumes that each memory access takesanstant time.
For timing analysis, input data for a complete branch coveragge must be supplied.
A complete branch coverage means, that with a given set of inpt data all branches
and other C statements are at least executed once. This critéon requires the user
to specify a considerably fewer number of input data than a fli path coverage
because combinations of execution paths need not be consigel. This advantage
comes with the drawback that it adds a conservative overheado cover pipelining
e ects between nodes. Finally, the execution time of all sigle feasible paths and
multiple feasible paths is calculated.

The constant memory access time assumption is revised by ahaing the in-
struction cache behavior [Wolf_et al. 200?] independently. When using a proces-
sor simulator, the memory access trace for each node is gemed using a similar
methodology as the execution time measurements. The traceshemory accesses are
annotated to the corresponding node in the control ow graph. A data ow analysis
technique is used to propagate the information which cacheites are available at
each node. Pipelining e ects between nodes are not directlymodeled, instead a
conservative overhead of an empty pipeline is assumed.

The longest and shortest path in the control ow graph are found by implicit
path enumeration (IPET) using linear programming (ILP). Th e time for each node
is given by the measured execution time and the statically aalyzed cache access
behavior. This framework has also been used to calculate thpower consumption
of a program [Wolf et al. 2002]. Loop bounds have to be speci@ by the user, if
the loop condition is input dependent.

If preemptive scheduling is used, cache blocks might be repted by higher pri-
ority tasks. SymTA/P considers the cache behavior of the prempted and pre-
empting task to compute the maximum cache related preemptio delay. This de-
lay is considered in cache-aware response time analysis &Sthulat and Ernst 2004]
[Staschulat ef al. 2005].

We proposed a static analysis approach for data cache behawi, which combines
symbolic execution to identify input dependent memory accesses and uses integer
linear programming to bound the worst case data cache behawr for input depen-
dent memory accesses [Staschulaf and Ernst 2006].

5.9.3 Limitations of the Tool. The measurement on an evaluation board is more
accurate if program paths are longer. If many basic blocks a measured individu-
ally the additional time delay to cover pipelining e ects le ads to an overestimation
of the total worst case execution time. Data-dependent exadtion times of single
instrucions are not explicitly considered. It is assumed that input data covers the
worst case regarding data dependent instruction executiortime. Input data has to
be provided for a complete branch coverage. Such patterns arusually available
from functional test. The precision of the nal analysis depends on the measurement
environment. Especially for evaluation boards the interfeence of the measurement
instrumentation has to be a constant factor to obtain su cie ntly accurate results.
Currenly, the approach assumes a sequential memory accesghmavior where the
CPU stalls during a memory access.
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5.9.4 Supported hardware platforms. C programs on the following micro-controllers
have been analyzed: ARM architectures (e.g. ARM9), TriCore StrongARM, C167,
and i8051. The software power analysis has been applied to 3RClite. Further-
more, an open interface for processor simulators and a measmment framework for
evaluation boards is provided.

5.10 The RapiTime tool of Rapita Systems Ltd., York, UK

RapiTime aims at medium to large real-time embedded system®n advanced pro-
cessors. The RapiTime tool targets the automotive electrorcs, avionics and telecom-
munications industries.

Functionality of the Tool. Rapitime is a measurement-based tool, i.e., it derives
timing information of how long a particular section of code (generally basic a block)
takes to run from measurements. Measurement results are cdmmed according to
the structure of the program to determine an estimate for thelongest path through
the program,

RapiTime not only computes an estimate for the WCET of a program as a single
(integer) value, but also the whole probability distributi on of the execution time
of the longest path in the program (and other subunits). This distribution has
a bounded domain (an absolute upper bound, the WCET estimate and a lower
bound).

The input of RapiTime is either a set of source les (C or Ada) or an executable.
The user also has to provide test data from which measuremestwill be taken. The
output is a browsable HTML report with description of the WCE T prediction and
actual measured execution times, split for each function ad subfunction.

Timing information is captured on the running system by either a software instru-
mentation library, a lightweight software instrumentatio n with external hardware
support, purely non-intrusive tracing mechanisms (like Nexus and ETM) or even
traces from CPU simulators.

The user can add annotations in the code to guide how the institmentation and
analysis process will be performed, to bound the number of érations of loops, etc.

The RapiTime tool supports various architectures, adapting the tool for new
architectures requires porting the object code reader (if meded) and determining
a tracing mechanism for that system.

RapiTime is the commercial quality version of the pWCET tool developed at the
Real-Time Systems Research Group at the University of York.

Employed Methods. The RapiTime tool is structure-based and works on a tree
representation of the program. The structure is derived fran either the source code
or from the direct analysis of executables.

The timing of individual blocks is derived from extensive measurements extracted
from the real system. RapiTime not only computes the maximumof the measured
times but whole probability distributions [Bernaf ef al. 20 07; [Bernat et al. 200%].
The WCET estimates are computed using an algebra of probabity distributions.

The timing analysis of the program can be performed on di erent contexts, there-
fore allowing to analyse, for instance, each di erent call b a function individually.
The level of detail and how many contexts are analysed is comblled by annotations.
RapiTime also allows to analyse di erent loop iterations by virtually unrolling loops,
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for each of these loop contexts, loop bounds are derived froractual measurements
(or annotations).

Limitations of the Tool. The RapiTime tool does not rely on a model of the
processor, so in principle it can model any processing unitgven with out-of-order
execution, multiple execution units, various hierarchiesof caches etc). The lim-
itation is put on the need to extract execution traces which require some code
instrumentation and a mechanism to extract these traces fron the target system.
Regarding source code level, RapiTime can not analyse progms with recursion
and with non-statically analysable function pointers.

Supported Hardware Platforms. Motorola processors (including MPC555, HCS12,
etc), ARM , MIPS, NecV850. Future versions will include Tricore and LEON.

6. EXPERIENCE

Three commercial WCET tools are available, aiT, Bound-T, and RapiTime. There
are extensive reports about industrial use|[Thesing et al. A03;/Sandell_et al. 2004;
Souyris et al.|;|Byhlin et al. 2005;[Holsti et al. 2000b; Holst et al. 20004]. In fact,
tools are under routine use in the aeronautics and the automiive industries. They
enjoy very positive feedback concerning speed, precisiofi the results, and usability.

There are not many published benchmark results about timinganalysis tools.
[Cim_ef al. 1999] is a study done by the authors of a method carilly explaining the
reasons for over-estimation. [[Thesing et al. 2003; Souyriet al. || report experiences
made by developers. The developers are experienced, and tteol is integrated into
the development process. We summarize these three compatdatbhenchmarks in Ta-
blell They seem to exhibit a surprising paradox, benchmarkgpublished earlier o er
better results regarding the degree of overestimation, alhough signi cant method-
ological progress has been made in the meantime. The reasaed in the fact that
the advancement of processor architectures and in particar the divergence of pro-
cessor and memory speeds have made the challenge of timingadysis harder. Both
have increased the timing variability and thus the penalty for the lack of knowledge
in analysis results. Let's take the cache-miss penalty as aaxample, the single cause
with highest weight. In [Lim_et-al._ 1995], published in 1995,a cache-miss penalty
of 4 cycles was assumed. Irj [Thesing et al. 2003], a cache-mijsenalty of roughly
25 was given, and nally in the setting described in [Souyriset al. ||, the cache-miss
penalty was between 60 internal cycles for a worst-case ack®to an instruction in
SDRAM and roughly 200 internal cycles for an access to data ar the PCI bus.
Thus, any overestimation should be considered in the conteixof the given architec-
ture. An overestimation of 30% in 2005 as reported in[[Souys et al.|] means a huge
progress compared to an overestimation of 30% reported in 2% [Lim ef al. 1995]!

The Malardalen University WCET-research group has performed several indus-
trial WCET case-studies as M.Sc. Thesis projects using the WEET [Carlsson et al. 2002]
and aiT [Sandell et al. 2004 Byhlin et al. 2005| Eriksson 208;[Zhang 2005| Sehiberg 2005]
tools. The students were experts neither on the used timinganalysis tool nor on
the analyzed system. However, they were assisted both by WCE analysis experts
from academia and industrial personel with detailed systemknowledge.

The case-studies show that it is possible to apply static WCH analysis to a
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| Reference | Year | Cache-miss penalty | Overestim. |
[Cim_ef al._T995] 1995 4 20-30%
[Thesing et al. 2003 2002 25 15%

60 for accessing instructions in SDRAM

200 for access over PCI bus 30-50%

[Souyris et al. | 2005

Table I. Cache-miss penalties and degrees of overestimatio n.

variety of industrial systems and codes. The tools used peocfmed well and derived
safe upper timing bounds. However, detailed knowledge of th analysed code and
many manual annotations were often required to achieve reamably tight bounds.
These annotations were necessary to give the analysis endudknowledge about
program ow constraints and in some cases constraints on adesses of memory
accesses. A higher degree of automation and support from th®ols, e.g. automatic
loop bounds calculation, would in most cases have been deable.

The case-studies also show that single timing bounds, coviag all possible sce-
narios, are not always what you want. For several analyzed sstems it was more
interesting to have di erent WCET bounds for di erent runni ng modes or system
con gurations rather than a single WCET bound. The latter wo uld in most cases
have been a gross overapproximation. In some cases, it wassalpossible to manu-
ally derive a parametrical formula [Sandell_et al. 2004| Bytin et al. 2005], showing
how the WCET estimate depends on some speci c system paramets.

The case-studies were done for processors without cache. @&hoverestimation
were mostly in the range 5-15% as compared with measured tinse Measurements
were in some cases done with emulators, and in some cases dthg on the hardware
using oscilloscopes and logical analyzers.

Performance and Size.Table [Vlin Section B lists the maximal size of tasks
analyzed by the di erent tools. They vary between 10 kByte and 80 kByte of code.
Analysis times vary widely depending on the complexity of the processor and its
periphery and the structure and other characteristics of the software. Analysis of a
task for a simple microprocessor such as the C166/ST10 may ish in a few minutes.
Analysis of a complex software, an abstract machine and theade interpreted by it,
and a complex processor has shown to take in the order of a dagee|[Souyris et al] ].

Also of interest is the size of the abstract processor modelsnderlying some static
analysis approaches. They range from 3000 to 11000 lines of €@de. This C code
is the result of a translation from a formal model.

7. LIMITATIONS OF THE TOOLS

Determining safe and precise bounds on execution times is aewy di cult prob-
lem, undecidable in general as is known, but still very compx for programs with
bounded iteration and recursion. There are several featur® whose use will easily
ruin precision. Among these are pointers to data and to funcions that cannot
statically be resolved, and the use of dynamically allocatd data. Most tools will
expect that function calling conventions are observed. Som tools forbid recursion.
Currently, only mono-processor targets are supported. Mostools only consider
uninterrupted execution of tasks.
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[ Tool | Flow | Proc. Behavior | Bound Calc.
aiT value analysis static progr. analysis IPET
Bound-T linear loop-bounds | static progr. analysis IPET per func-
and constraints by tion
Omega test
RapiTime n.a. measurement structure-based
SymTA/P
Heptane - static prog. analysis structure-based,
IPET
Vienna S. - static progr. analysis IPET
Vienna M. Genetic Algorithms segment measurements n.a.
Vienna H. Model Checking segment measurements IPET
SWEET value analysis, ab- | static progr. analysis for in- path-based,
stract execution, str. caches, simulation for the IPET-based,
syntactical analysis pipeline clustered
Florida static progr. analysis path-based
Chalmers modi ed simulation
Chronos static prog. analysis IPET

Table Il.  Analysis methods employed

8. TOOL COMPARISON

This section shows in a condensed form the most relevant infmation about the

di erent tools. The following abbreviations for the Vienna tools are used, Vienna M.
for Vienna Measurement, Vienna S. for Vienna Static, and Viena H. for Vienna

Hybrid. Table Miists the methods used for the di erent subt asks. The methods
are the ones described in Sectiofl2. The abbreviation.a. stands for not applicable

while a dash (-) is used when no such method or analysis is engled.

Table MMdescribes which architectural features, e.g., cahes and pipelines, may
be present in processor architectures for which instancesf éhe tools are available.
Instruction caches are supported by most of the tools. Howeer, data caches need
a resolution of e ective memory addresses at analysis timesThis is currently not
supported by many tools. Of particular interest is, whether only in-order execution
pipelines are supported. Out-of-order execution almost uavoidably introduce tim-
ing anomalies [Lundqvist and Stenstrem 1999¢], which regire integrated analyses
of the cache and the pipeline behavior.

Table [Vlgives additional information such as the language &vel of the analyzed
software, how the results are presented, the size of the biggt programs analyzed,
etc.

Table Mlists the hardware platforms that have been targetedwith the tools.

9. INTEGRATION WITH OTHER TOOLS

Timing Analysis can be performed as an isolated activity. Havever, most of the time
it is done for a subsequent schedulability analysis, whoseop it is to check, whether
the given set of tasks can all be executed on the given hardwarsatisfying all their
constraints. Timing analysis should be integrated with sud a schedulablity analysis
for improved results, because schedulability analysis camprot from information

about context-switch costs incurred by cache and pipeline dmages that result
from preemption. Information about the amount of damage canbe made available
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Tool | Caches | Pipeline | Periphery |
aiT I/D, direct/set associative, LRU, in-order/out-of-order PCI bus
PLRU, pseudo round robin
Bound-T - in-order -
RapiTime n.a. n.a. n.a.
SymTA/P set-associative -
Heptane I-cache, direct, set associative, LRU, in-order -
locked caches
Vienna S. jump-cache simple in-order -
Vienna M. n.a. n.a. n.a.
Vienna H. n.a. n.a. n.a.
SWEET I-cache, direct/set associative, LRU in-order -
Florida I/D, direct/set associative in-order -
Chalmers split rst-level set-associative, unied multi-issue superscalar -
second-level cache
Chronos I-cache, direct, LRU in-order/out-of-order, -
dyn. branch prediction
Table Ill.  Support for architectural features
[ Tool | Lang. level | Result repr. | Max anal. [ Integration |
aiT object text, graphical 80 KByte some versions adapted to
code generated by STATE-
MATE, Ascet/SD, Scade,
MATLAB/Simulink, or Tar-
getlink
Bound-T object text, graphical 30 KByte stack-extent analysis, HRT
Schedulability Analyzer
RapiTime source (C, | graphical, 50 KLOC Matlab/Simulink, Tar-
Ada), object html based getlink, SimpleScalar
simulator
SymTA/P source
Heptane source, object graphical 14 KLOC
Vienna S. source, object text, graphical Matlab/Simulink, optimiz-
ing compiler
Vienna M. object text
Vienna H. source, object text, graphical Matlab/Simulink, Tar-
getlink
SWEET ow analysis on text, graphical IAR compiler, SUIF com-
intermediate, piler, LCC compiler
proc. beh. anal.
on object
Florida object cycle-accurate  simulators,
power-aware schedulers,
compiler
Chalmers object
Chronos object graphical 10 KByte GCC compiler, Sim-
pleScalar simulator

Table IV. Additional features. The rst column gives the lan
The second column shows how the results are presented to the u ser. The third column gives the
maximum size of tasks analyzed in one run. The total size of th e analyzed system may be larger.

The last column lists other tool integrated with the timing-
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[ Tool | Hardware platform
aT Motorola PowerPC MPC 555, 565, and 755, Motorola ColdFire MC  F 5307, ARM7
TDMI, HCS12/STAR12, TMS320C33, C166/ST10, Renesas M32C/8 5, Inneon
TriCore 1.3
Bound-T Intel-8051, ADSP-21020, ATMEL ERC32, Renesas H8/300, ATME L AVR, AT-
mega, ARM7

RapiTime Motorola PowerPC family, HCS12 family, ARM, NecV850, MIPS3 000
SymTA/P ARM, TriCore, StrongARM, i8051

Heptane Pentium1, StrongARM 1110, Hitachi H8/300

Vienna S. M68000, M68360, C167

Vienna M. C167, PowerPC

Vienna H. HCS12, Pentium

SWEET ARMS9 core, NEC V850E

Florida MicroSPARC |, Intel Pentium, StarCore SC100, Atmel Atmega, PISA/MIPS
Chalmers PowerPC
Chronos SimpleScalar out-of-order processor model with MIPS-like  instruction-set-

architecture (PISA)

Table V. Supported hardware platforms

by WCET tools.

On the other hand, timing precision can prot from integrati on of WCET tools
with compilers. Compilers have semantic information that is hard to recover from
the generated code. If this information were passed on to thaVCET tool, the
precision could be increased. For instance, the integratio with the compiler and
linker would be desirable to supply the WCET tool with the possible targets for dy-
namic calls and jumps and the possible memory locations foryhamic data accesses
(pointer analysis). A standard format for this information , perhaps embedded in
the linked executable, would be preferable to a real-time iteraction between these
tools. A closer integration between the WCET tool and the conpiler is desirable,
so that the compiler can utilize feedback about temporal prgerties of code from
the WCET tool in order to identify the best code optimization strategy for each
section of code it generates.

For automatically synthesized code, integration with the ssmantic information
available on the model level would be very helpful. Timing irformation about
dynamically called library functions is necessary to boundthe time for their calls.

The current symbol-table structures in executable les are also an important
practical problem, although trivial in theory. The symbol- table structures are
poorly de ned and di er across compilers and targets.

It is obvious that a source- le browsing tool should be integated with the WCET
tool, to help the user to understand the results and to contrd the WCET tool. The
browsing tool may, in turn, need to interact with a version-control tool.

An exciting extension is to integrate a WCET tool into a tool f or the performance
analysis of distributed and communication-centric systens.

10. CONCLUSIONS

The problem of determining upper bounds on execution timesdr single tasks and
for quite complex processor architectures has been solvedSeveral commercial
WCET tools are available and have experienced very positivdleedback from ex-
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Tool | Contact person | Contact information
aiT Christian Ferdinand Email: info@AbsInt.com
AbsInt Angewandte Informatik GmbH Phone: +49681 383600
Science Park 1 Fax: +49681 3836020
D-66123 Saarbnscken Web: www.AbsInt.com
Germany
Bound-T Niklas Holsti Email : info@tidorum.
Tidorum Ltd Phone: +358(0) 405639186
Tiirasaarentie 32 Web: www.tidorum.
FI-00200 Helsinki Web: www.bound-t.com
Finland
RapiTime | Guillem Bernat Email: enquiries@rapitasystems.com
Rapita Systems Ltd. Phone: +441904 567747
IT Center, York Science Park Fax: +44 1904567719
Heslington Web: www.rapitasystems.com
York YO10 5DG
United Kingdom
SymTA/P | Rolf Ernst, Jan Staschulat Email: ernst jstaschulat@ida.ing.tu-bs.de
Inst. for Datentechnik und Phone: +495313913728
Kommunikationsnetze Fax: +49531391 3750
Technische Universiat Braunschweig
Hans-Sommer-Str. 66
D-38106 Braunschweig, Germany
Heptane Isabelle Puaut Email: puaut@irisa.fr
IRISA, ACES Research Group Phone: +330299847310
Campus univ. de Beaulieu Fax: +33029984 2529
35042 Rennes QGdex, France Web: www.irisa.fr/aces/work/heptane-
demo/heptane.html
Vienna Peter Puschner Email: peter.puschner@tuwien.ac.at
Inst. far Technische Informatik Phone: 015880118227
TU Wien Fax: 015869149
A-1040 Wien, Austria
SWEET Bprn Lisper Email: bjorn.lisper@mdh.se
Malardalen University Email: andreas.ermedahl@mdh.se
P.O. Box 883 SE-721 23 Email: jan.gustafsson@mdh.se
SE 72123 Vastas Phone: +4621151 709
Sweden Web: www.mrtc.mdh.se/projects/wcet/
Florida David Whalley Email: whalley@cs.fsu.edu
Florida State University
Frank Mueller Email: mueller@cs.ncsu.edu
North Carolina State University
Chris Healy Email: chris.healy@furman.edu
Furman University, USA
Chalmers | Per Stenstem Email: pers@ce.chalmers.se
Department of Computer Engineering Phone: +46317721761
Chalmers University of Technology Fax: +46 317723663
S-412 96 Geteborg, Sweden
Chronos Tulika Mitra, Email: tulika@comp.nus.edu.sg,

Abhik Roychoudhury,
Xianfeng Li,
National University of Singapore

Email: abhik@comp.nus.edu.sg
Email: lixianfe@comp.nus.edu.sg
www.comp.nus.edu.sg/~rpembed/chronos

Table VI.
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tensive industrial use. This feedback concerned speed, ision of the results, and
usability. Several research prototypes are under developent.

10.1 Remaining problems and Future Perspectives
What signi cant problems or novel directions is timing anal ysis facing?

Increased support for ow analysis. Most problems reported in timing-analysis
case studies relate to setting correct loop-bounds and othleow annotations. Str-
onger static program analyses are needed to extract this ilmrmation from the soft-
ware.

Veri cation of abstract processor models. Static timing-analysis tools based on
abstract processor models may be incorrect if these modelse@not correct. Strong
guarantees for correctness can be given by equivalence cka between di erent
abstraction levels. Ongoing research activities attempt he formal derivation of
abstract processor models from concrete models. Progressthis area will not only
improve the accuracy of the abstract processor models, butlao reduce the e ort to
produce them. Measurement-based methods can also be used st the abstract
models.

Integration of timing analysis with compilation. An integration of static timing
analysis with a compiler can provide valuable information available in the compiler
to the timing analysis and thereby improve the precision of aalysis results.

Integration with scheduling. Preemption of tasks causes large context-switch costs
on processors with caches; the preempting task may ruin theache contents, such
that the preempted task encounters considerable cache-rehd costs when resuming
execution. These context-switch costs may be even di erenfor di erent combina-
tions of preempted and preempting task. These large and varng context-switch
costs violate assumptions underlying many real-time schealing methods. A new
scheduling approach considering the combination of timinganalysis and preemptive
scheduling will have to be developed.

Interaction with energy awareness. This may concern the trade o between speed
and energy consumption. On the other hand, information compted for WCET
determination, e.g., cache behavior, is of high value for tk determination of energy
consumption [Seth_ef al. 2008].

Design of systems with time-predictable behaviorThis is a particularly well-
motivated research direction, because several trends in sgem design make systems
less and less predictable [Thiele and Wilhelm 2004].

There are rst proposals in this area. [Anantaraman et al. 2003] propose a vir-
tual simple architecture (VISA). A VISA is the pipeline timi ng speci cation of a
hypothetical simple processor. Upper bounds for executiontimes are derived for
a task assuming the VISA. At run-time, the task is executed speculatively on an
unsafe complex processor, and its progress is continuoustyauged. If continued
safe progress appears to be in jeopardy, the complex processis recon gured to
a simple mode of operation that directly implements the VISA, thereby explicitly
bounding the task's overall execution time. Progress is momored at intra-task
checkpoints, which are derived from upper bounds and unsafpredictions of execu-
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tion times for subtasks [Ananfaraman et al. 2004]. Hence, VBA shifts the burden
of bounding the execution times of tasks, in part, to hardwae by supporting two
execution modes within a single processor/_|Puschner 200ptoposes to transform
sets of program paths to single paths by predicate conversivas in code generation
for processors with predicated execution. The disadvantag is the loss in perfor-
mance resulting from the need to execute predicated paths tat would originally
not be executed.

Any proposal increasing predictability plainly at the cost of performance will
most likely not be accepted by developers.

Extension to component-based designTiming-Analysis methods should be made
applicable to component-based design and systems built onop of real-time oper-
ating systems and using real-time middleware.

10.2 Architectural Trends

The hardware used in creating an embedded real-time systemds a great e ect on
the ease of predictability of the execution time of programs

The simplest case are traditional 8-bit and 16-bit processts with simple archi-
tectures. In such processors, each instruction basicallyds a xed execution time.
Such processors are easy to model from the hardware timing pgpective, and the
only signi cant problem in WCET analysis is how to determine the program ow.

There is also a class of processors with simple in-order pipees, which are found
in cost-sensitive applications requiring higher performace than that o ered by
classic 8-bit and 16-bit processors. Examples are the ARM7ral the recent ARM
Cortex R series. Over time, these chips can be expected to rigre the 8-bit and
16-bit processors for most applications. With their typically simple pipelines and
cache structures, relatively simple and fast WCET hardwareanalysis methods can
be applied.

At the high-end of the embedded real-time spectrum, perfornance requirements
for applications like ight control and engine control forc e real-time systems design-
ers to use complex processors with caches and out-of-orderexzution. Examples are
the PowerPC 750, PowerPC 5000, and Tricore and Tricore2 fanties of processors.
Analyzing such processors requires more advanced tools amdethods, especially in
the hardware analysis.

The mainstream of computer architecture is steadily addingcomplexity and spec-
ulative features in order to push the performance envelopeArchitectures such as
the AMD Opteron, Intel Pentium 4 and Pentium-M, and IBM Power 5 use multiple
threads per processor core, deep pipelines, and several é&& of caches to achieve
maximum performance on sequential programs.

This mainstream trend of ever-more complex processors is Honger as dominant
as it used to be, however. In recent years, several other degi alternatives have
emerged in the mainstream, where the complexity of individal processor cores has
been reduced signi cantly.

Many new processors are designed by using several simple esrinstead of a
single or a few complex cores. This design gains throughputey chip by running
more tasks in parallel, at the expense of single-task perfonance. Examples are
the Sun Niagara chip which combines 8 in-order four-way mulithreaded cores on a
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single chip [Olukotun_and Hammond 2005], and the IBM-desiged PowerPC for the
Xbox 360, using three two-way multithreaded in-order cores|Krewell 2005]. These
designs are cache-coherent multiprocessors on a chip, anlus have a fairly complex
cache- and memory system. The complexity of analysis movesdm the behavior
of the individual cores to the interplay between them as theyaccess memory.

Another very relevant design alternative is to use several isnple processors with
private memories (instead of shared memory). This design isommon in mobile
phones, where you typically nd an ARM main processor is comlined with one or
more DSPs on a single chip. Outside of the mobile phone indusg, the IBM-Sony-
Toshiba Cell processor is a high-pro le design using a simgl in-order PowerPC core
along with eight synergistic processing elements (SPEs]_[bfstee 2005]. The Cell
will make its rst appearance in the Sony PlayStation 3 gaming console, but IBM
and Mercury Computing systems are pushing the Cell as a genal-purpose real-
time processor for high-performance real-time systems. Téa SPEs in the Cell are
designed for predictable performance, and use local prognacontrolled memories
rather than caches, just like most DSPs. Thus, this type of achitecture provides
several easy-to-predict processors on a chip as an alterraé to a single hard-to-
predict processor.

Field-programmable gate arrays (FPGAS) are another desigralternative for some
embedded applications. Several processor architectureseaavailable as "soft cores”
that can be implemented in an FPGA together with application-speci c logic and
interfaces. Such processor implementations may have appttion-speci ¢ timing
behaviour which may be challenging for o -the-shelf timing analysis tools, but they
are also likely to be less complex and thus easier to analyzéan general-purpose
processors of similar size. Likewise, some standard prosess are now packaged
together with FPGA on the same chip for implementing application-speci ¢ logic
functions. The timing of these FPGA functions may be critical and need analysis,
separately or together with the code on the standard process.

There is also work on application-speci ¢ processors or adjtation-speci c ex-
tensions to standard instruction sets, again creating chdenges for timing analysis.
Here there is also an opportunity for timing analysis: to hep nd the application
functions that should be speeded up by de ning new instructons.
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