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Abstract

Low-endembeddedarchitectures,such assensornodes,
havebecomepopular in diverse�elds, manyof which im-
pose real-time constraints. Currently, the Atmel Atmega
processorfamily usedby Berkeley Moteslackssupportfor
deriving safeboundson the WCET, which is a prerequi-
site for performingreal-timeschedulability analysis.Our
work �lls this gapbyprovidingananalyticalmethodto ob-
tain WCETboundsfor this processorarchitecture.

Our �r st contribution is to analyzeboth C and NesC
code, thelatter of which is unprecedented.Thesecondcon-
tribution is to modelcontrol hazardsandvariable-cyclein-
structions,both handledmore ef�ciently by our approach
than by previousonesand resultsin up to 77% improve-
mentin boundingthe WCET. Theresultsdemonstrate that
our timing analysisframework is able to tightly andsafely
estimatetheWCETof the benchmarkswhile simulatorre-
sultsare shownto not alwaysprovidesafeWCETbounds.
Whilemotivatedby theAtmelAtmega seriesof processors,
resultsareequallyapplicableto low-endembeddedproces-
sors.

Thiswork is, to thebestof our knowledge, the�r stsetof
experimentswhere timing resultsare contrastedfrom exe-
cutionon an actualprocessor, froma cycle-accuratesimu-
lator andfroma static timing analyzer. Furthermore, mak-
ing our timing analysistoolsetavailable to the Atmel At-
megaprocessorfamily is a signi�cant contribution towards
addressinga documentedneedfor tool supportfor sensor
nodearchitecturescommonlyusedin networkedsystemsof
embeddedcomputers,or so-calledEmNets.

1. Intr oduction
Networkedsystemsof embeddedcomputers,referredto

asEmNets[10], usuallyconsistof oneor several compu-
tationally powerful nodescalledbasestationsanda large
numberof inexpensive, low capacitynodescalledsensors
(or sensornodes). The nodesin a wirelesssensornetwork
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communicatethroughwirelesslinks, typically with rather
limited bandwidth.SuchEmNetshave extensive applica-
tions rangingfrom civilian to military operations,many of
which aresubjectto timing constraints:On the onehand,
applicationsthemselvesgenerallyposerequirementson the
frequency of sensing;on theotherhand,constraintson en-
ergy consumptionand effective communicationare also
subjectto timing constraintsandclock synchronizationas-
sumptions.In recentyears, low-end sensornodes,espe-
cially the onesfrom Berkeley [16], have becomepopular
and they �nd applicationsin diverse�elds. Thesesensor
nodesusetheAtmel Atmegaseriesof processors[2]. Such
sensornodesandnetworks composedof thesenodes�nd
applicationsin real-timeenvironments.

Researchon timing constraintsfor sensornodearchitec-
turesis still preliminary; except for ad-hocsolutionsspe-
ci�c to applications,thereis a lack of softwaresupportfor
handlingtiming constraints.This paperaddressesthis is-
sueby providing automatedtool supportfor determining
boundson the worst-caseexecutiontime (WCET) of pro-
grams,tasksandevensmallerprogramscopesfor applica-
tionsonAtmel architectures.TheseWCETboundsarepar-
ticularly usefulin real-timeapplicationsfor EmNets.

In real-timesystems,particularlyhardreal-timesystems,
violationsof temporalconstraintsmayhave irreparableef-
fectsonthesystem,its environment,or both.Real-timesys-
temstheory reasonsaboutthe schedulabilityof task sets,
i.e., by performingof�ine schedulabilitytests,which can
determineif all deadlinesof a setof taskscanbemet.Task
parametershave to be known beforehand,i.e., parameters
suchasperiodof eachtask,the worst-caseexecutiontime
(WCET), andso on. Periodsof tasksaredeterminedfrom
theoperatingenvironment,suchastemporalconstraintson
sensors,actuatorsandotherpartsof thesystem.Determin-
ing the WCET for tasksis a non-trivial effort dueto soft-
warecomplexity, non-determinismof inputsandhardware
complexity with unpredictableexecutionbehavior.

Variousapproachesto determinetheWCETof tasksex-
ist,suchasexperimentalmethods,whichareconsideredun-
safeor constrainedto probabilisticanalysis[30, 4]. Static
analysismethodshave alsobeendevelopedto derive safe



WCETbounds,andthey modelhardwarecomponents,e.g.,
theprocessorpipeline,caches,etc.They modelthe�o w of
codethroughvarioushardwarecomponentsanduseinter-
proceduralprogramrepresentationandlongestcontrol-�ow
pathsto obtainanupperboundon thenumberof cyclesfor
any execution.

In this paper, we presenta timing analysisframework
that analyzesprograms,suchas EmNetsapplications,for
theAtmel architectureto obtainworst-caseexecutiontimes.
We presenta uniqueapproachin that a three-tieredsys-
tem of experimentsis carriedout to verify the correctness
of theWCET numbersobtainedusingour timing analyzer.
First, we obtain execution times from the actual Atmel
hardwareitself. Second,we obtainexecutiontimesfrom a
cycle-accuratesimulatorfrom the processormanufacturer.
Finally, werunourbenchmarksthroughourtiming analysis
framework to obtainWCET estimates.Our timing analysis
framework is ableto tightly andsafelyestimatetheWCET
for the variousbenchmarks.We also show that the meth-
odsusedarescalable.Whenthe input setsizesarescaled,
theWCETestimatescloselyfollow theactualexecutioncy-
clesof theprocessor.

We have alsoadaptedour framework to provide WCET
estimatesfor NesC [11], the preferredlanguagefor pro-
grammingsensornetwork applications.We areableto ob-
tainaccurateWCETestimatesfor both– NesCcodeaswell
asC code.We havealsocreatedanabstractNesCinterface,
which makestiming analysisof any pieceof synchronous
NesCcodevery straightforward.To thebestof our knowl-
edge,theinteroperabilityof our timing analysisframework
with NesCis unique.

The timing analysisframework we usewasinitially de-
velopedfor the Micro SPARC I [29] architecture.It pro-
vides accurateand tight WCET estimatescomparableto
otherWCET methodsandtoolsavailable.SincetheAtmel
architectureis simpler thanthe SPARC in that it doesnot
havecachesandthatit hasonly two pipelinestages,webe-
lievedthata simpleone-to-oneport wasall thatwasneces-
saryto adaptit for theAtmel architecture.Contraryto our
intuition, we found that importantenhancementswerere-
quiredevenfor a simplearchitectureastheAtmel Atmega
to obtaintight WCET boundsasis demonstratedin thefol-
lowing. Eachsingularcontribution resultedin 5% to 40%
improvementin accuracy of boundingtheWCET.

Onesigni�cant problemfacedby WCETtoolsis to cope
with instructionsthat take a variablenumberof cycles to
execute.Certaininstructionsmay take a differentnumber
of cycles,dependingon the the stateof the system,such
asstatusof a conditioncoderegister, or whethera branch
is taken or not, andso on. Traditionally, suchinstructions
causeWCETtoolsto over-estimatetheWCETnumbers,as
they alwaysassumethe largestpossiblenumberof cycles
for suchinstructions.This typically resultsin largeoveres-

timationsfor any applicationswhenvariable-cycle instruc-
tionsarefoundin loops.We solve this problemby enhanc-
ing thepathanalysisto accuratelyaccountfor theoverhead
of variable-cycle instructionsdependingon theactualexe-
cutioncontext. Hence,weareableto obtain30-40%tighter
boundson theWCETfor Atmel processors.

While motivatedby the Atmel architecture,theseim-
provementstransferequally to other low-end embedded
architecturesthat commonly have control hazardsand
variable-cycleinstructions.

Oneof thelessonslearnedis thatthedesignof statictim-
ing analysistoolsshouldbeaccompaniedby veri�cationsof
correctnessfor a setof benchmarksbeforeapplyingthese
techniquesto larger applications.Veri�cation canbe real-
ized by comparingto a cycle-accuratesimulatoror actual
embeddedhardware,asdemonstratedby ourexperiments.

2. Static Timing Analysis
Real-timeschedulabilityanalysisfor any hardreal-time

systemrequiresthe WCET to be known beforehandand
safelybounded.This is sothatthefeasibility of scheduling
atasksetcanbedeterminedgivenaschedulingpolicy, such
asrate-monotoneor earliest-deadline-�rstscheduling[19].
If dynamic timing analysismethodswere usedbasedon
experimentalor trace-driven approaches,the safetyof the
WCET valuesobtainedcannotbeguaranteed[30]. Also, it
is dif�cult to determineworst-caseinputsetsfor evenmod-
eratelycomplex taskssuchthattheWCETmaybeobtained,
andperformingexhaustive testingover wide rangesof the
inputspaceis infeasible,exceptfor trivial cases.Evenif the
worst-caseinput set is known, interactionsbetweenhard-
wareandsoftwaremight inhibit programsfrom exhibiting
their worst-casebehavior. Architecturalcomplexity is the
mainreasonfor suchunpredictability, in particularcomplex
pipelinesandcachingmechanisms.

Thealternative to dynamictiming analysis,of course,is
StaticTiming analysis.While variousapproacheshavebeen
studiedandproposed,we constrainourselvesto thetoolset
we use, without loss of generality [13, 22, 32]. WCET
boundsobtainedby statictiming analysisguaranteestheup-
perboundson computationtimesof tasks.To achieve this,
static timing analysismodelsthe traversalof all possible
executionpathsin thecodeanddeterminestiming indepen-
dentof programtracesor valuesof programvariables.Loop
bodiesrequireonly few traversals,andthe worst-casebe-
havior of theloop is obtainedby anef�cient �x ed-pointap-
proach.Thebehavior of architecturalcomponentsalongex-
ecutionpathsare capturedas the executionpathsare tra-
versed.Pathsare composedto form functions,loops,etc.
Finally, theentireapplicationis coveredto derive a bound
ontheworst-caseexecutioncycles(WCEC)andtheWCET.

An overview of theorganizationof this timing analysis
framework is illustratedin Figure1.Modi�cations to anop-
timizing compiler result in the productionof control-�ow
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Figure 1. Static Timing Anal ysis Framework

andbranchconstraintinformationasa sideeffectof thethe
compilationprocess.The GCC compiler for the AVR in-
structionsetarchitecture(ISA) is usedto compilereal-time
applicationsinto assemblycode.Control-�ow graphsand
instructionanddatareferencesareextractedfrom this as-
semblycode.A prerequisitefor performingstatic timing
analysisis that upperboundson the numberof iterations
performedby variousloopsin theprogrambeprovided,ei-
therthroughprogramanalysisor providedby theuser.

The timing analyzeruses the control �o w, the con-
straint information, and architecture-speci�cinformation
(e.g., pipeline characteristics)to calculateboundson the
WCET. While the analysisframework alsosupportsstatic
analysisof cachesandmodelingof staticbranchprediction
[13, 1], thesecomponentsareomittedheresincetheAtmel
AVR processorfamily doesnot supportthem.

Thecontrol-�ow information,theloop-bounds,optional
cachingcategorizations,and the pipeline descriptionsare
usedby the timing analyzer, to derive WCET bounds.The
effectsof structuralhazards(instructionsdependenciesdue
to constraintson functional units resultingin stalls),data
hazards(load-dependantinstructionstalls if a use imme-
diately follows a load instruction),branchpredictionand
cachemisses(derived from cachingcategorizations)are
consideredby thepipelinesimulatorfor eachexecutionpath
throughaloopor afunction.Staticbranchpredictioncanbe
easilyaccommodatedby WCET analysis- the mispredic-
tion penaltyis addedto the non-predictedpath.Path anal-
ysis, explainedbelow, selectsthe longestexecutionpath.
Oncetiming resultsfor alternatepathsin a loop areavail-
able,a�x ed-pointalgorithmthatquickly convergesin prac-
tice is employed to safelyboundthe time for all iterations
of theloopbasedon theloopbody'scyclecounts.

Pathanalysisfor only a few iterationsprovidesthenec-
essarydatafor the�x ed-pointalgorithm.If thelongestpath
for the �rst iterationhasbeendetermined,thenext-longest
pathfor thenext iterationcanbedetermined,andthisdiffer-
encemayoccuronly dueto cachingeffects,if any. Lengths
of thesepathsmonotonicallydecreasedue to the above-
mentionedcacheeffects,andoncea �x ed-pointis reached,
subsequentloop iterationscanbe safelyapproximatedby
this �x ed-pointtiming value,asshown in [13]. While com-
biningthelongestpathsof consecutiveiterations,caremust
betakento accountfor overlapbetweenthetail of thepre-
cedingpathandtheheadof thesucceedingpath.Not con-
sideringthis overlapis tantamountto drainingthepipeline
betweeniterations.

The timing analyzerultimately derives WCET bounds
usingthis �x ed-pointapproach,�rst for eachpath,thenfor
eachloop, and �nally for eachfunction. A timing anal-
ysis tree is constructed,such that eachloop or functions
correspondsto a node of the tree. The tree is processed
in a bottom-upmanner, i.e., the WCET for an outer loop
nest/callerfunction in the tree is not calculateduntil the
times for all of it' s inner loop nests/calleesare known.
Hence,the timing analyzerpredictsthe WCET for tasks
by �rst analyzinglower-level loops and functionsbefore
proceedingto higher-level loopsandfunctions,eventually
reachingtherootof thetree(e.g., main()).Thetiming anal-
ysistreeprovidesaconvenientmechanismfor obtainingthe
WCET for speci�c scopes,in particularfor sub-tasks.The
materialin thissectionshowsthatstatictiming analysisis a
non-trivial task,evenfor a simplearchitecturesuchasthat
of theAtmel processors.

3. Adapting to Ar chitectural Features
While thetiming analysisframework wasbeingadapted

to theAtmel Atmegaarchitecture,severalenhancementsto
theexisting framework weredeemednecessary. While the
original frameworkprovidedsafeWCETbounds,they were
not necessarilytight bounds.A numberof importanten-
hancementsresultedin signi�cant improvementsin terms
of obtainingtight WCETbounds:

Variable-cycle instructions: Certaininstructionstake a
variablenumberof cyclesdependingon thecontext of their
execution.Weadoptedourframework,speci�cally thepath-
merginglogic, to accountfor theseinstructionsasexplained
in Subsection3.1.

Pipeline overlap handling for adjacent loop itera-
tions: The pipeline structureof adjacentloop iterations
mustbematchedsoto re�ect theprocessorpipelineswith-
out unnecessarystalls. During path analysis,pipeline in-
formationis calculatedfor tracesof straight-linecode,i.e.,
sequencesof basicblocks,so-calledpaths.When consid-
ering pathsof consecutive loop iterations,timings of each
pipelinestagefor the�rst andlastinstructionin apathneed
to be considered.The objective is to composethe trailing
pipeline step-curve of a path with the leadingstep-curve
of the next path.This compositionwasbeinghandledin-
correctlyfor theAtmel Atmegaarchitecture.We performed
modi�cations to eliminateunnecessarystalls that wereaf-
fectingthetightness,albeitnotthecorrectnessof theWCET
bounds,asexplainedin Subsection3.2.

3.1. Variable-Cycle Instructions
Considerasimpleconditionalbranchinstructionwherea

branchis eithertakenor not taken.Let usassumethatif the
branchis taken,it completesin two cycles;if it is not taken,
thebranchcompletesin onecycle. The reasonfor the dif-
ferenceis givenby theoverheadimposedon resolvingthe
targetof thebranch.Traditionalstatictiming analysismeth-



odswouldassumeworst-casebehavior andestimatethatthe
branchwould executein two cycles,irrespective of thebe-
havior of theinstruction.This would leadto theWCETnot
beingtight enoughandcouldleadto grossover-estimation,
especiallyif branchesare embeddedwithin loops, which
is inevitable for the Atmel Atmega architecture.Suchbe-
havior is typically observedfor instructionsthatmodify the
control�o w of theprogram.

Wehaveenhancedthetiming analysisframework to take
this into accountandestimatethenumberof executioncy-
cles requiredby the branchinstruction correctly. As ex-
plainedbefore,oncethe timing of alternatepathsis com-
plete, the �x ed-pointalgorithm takes over and works to-
wardsconvergence.At this stage,alternatepathscreated
by instructionsthatmodify thecontrol �o w of theprogram
areanalyzed.By analyzingalternatepathscreatedasthere-
sultof asingleinstruction'smodi�cation of thecontrol�o w,
we canaccuratelydeterminethenumberof cyclestakenby
that instruction.For example,theabove branchinstruction
would take onecycle to executein thepaththat theexecu-
tion falls through(branchnot taken) andtwo cyclesin the
paththatdoesnotfall through(branchtaken).Hence,anad-
justmentcanbe madeto oneof the alternatepathsso that
it re�ects thetruenatureof execution.Supposeit hadbeen
decidedthatwe alwaysassigntwo cyclesto thebranchin-
struction.We would thenreducetheWCEC of thepathin
which the branchis not taken by oneso that it is equiva-
lent to the branchinstructiontaking onecycle to execute.
This is shown in Figure2. The�x ed-pointalgorithmwould
now analyzethe two pathsand accuratelyobtain WCET
information.This enhancementto the static timing analy-
sisframework resultsin tighter, moreaccurateWCET esti-
matesfor thetasksbeingexamined.
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3.2. PipelineModeling acrossLoops Iterations
Whentiming analysisis performedfor loopbodies,care

mustbe taken to ensurethat thepipelinestructureof adja-
centloop iterationsis beingcorrectlycomposed,asshown
in Figure 3(b). Supposethe two pipeline structureswere
matchedincorrectly, asshown in Figure3(c). The WCET
estimatesobtainedwould beinaccurateandnot representa-
tiveof theexecutionon therealarchitecture.In mostcases,
theerrorswouldaccumulateoverall loopiterations,andthe

WCET estimateobtainedwould bea grossoverestimation.
This is the casefor the exampleshown in Figure 3(c)(i).
Evenmoreseriously, anunsafeunderestimationmayoccur
if only theleadingedge(IF stage)of thepipelineis consid-
eredfor composition,asshown in Figure3(c)(ii). While we
did notobservethelattercase,theformercasewasencoun-
teredasa resultof theinitial portingefforts of our analysis
framework.Our timing analysisframework wascomposing
by overlappingstages,but only to a limited extent.We ob-
servedthatanextracyclewasbeingintroducedat theendof
every iterationfor certainloops.The compositionwasen-
hancedby improving the logic that performsthe analysis
for adjacentloop iterationsto removetheextracycle.
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4. Featuresof the AtmegaAr chitecture
We shall limit our discussionto the Atmega128/ At-

mega103processors,two low-power CMOS 8-bit micro
controllersbasedon theAVR enhancedRISCprocessors.

Ar chitectural Model: The AVR usesa Harvard archi-
tecturewith separatememoriesandbusesfor programand
data.Instructionslocatedin the programmemoryareexe-
cutedwith asinglelevel of pipelining.As oneinstructionis
beingexecuted,thenext instructionis fetched,i.e., instruc-
tionsexecuteevery clock cycle. Thus,thepipelinehasjust
two stages– InstructionFetch(IF) andExecute(EX).

TheAVR processorshave two mainmemoryspaces,the
DatamemoryandtheProgrammemoryspace.It alsofea-
turesanEEPROM memoryfor datastorage.All threemem-
ory spacesarelinearandregular. TheAtmega128chip has
128kB of on-chip in-systemprogrammable�ash memory
for programstorage,andis organizedas64K x 16bits.AVR
processorsdonothavea cachememory.

Instruction Set: All AVR instructionsareeither16 bits
or 32 bits wide. This is the reasonwhy the �ash is orga-



nizedas64K x 16. TheAVR instructionsetsupportsa va-
riety of addressingschemesfor a total of thirteendifferent
addressingmodes.

All operationsare integer-based.The AVR instruction
setdoesnot support�oating-point operationsbut requires
their emulationin software.All instructionstake eitherone
or two cycles to execute,except certain typesof instruc-
tions,andtheir timing is listedin Table1.

Instructions Function Exec.Cycles

rcall, icall, call Subroutinecalls 3/4 *
eicall Extendedindirectcall 4

ret, reti subroutinereturns 4/5 *
cpse compare,skip if equal 1/2/3*

sbrc,sbrs,sbic,sbis skip if bit is set/clear 1/2/3*
brxy conditionalbranches 1/2 *

lpm, elpm loadprogrammemory 3

Table 1. Timing of AVR Instructions: (* de-
notes variab le execution times)

The instruction set also has a rich set of conditional
branchinstructions.All conditionalbranchinstructionsei-
ther take two registersasoperandsor operatebasedon the
statusof �ag bits.It alsohascertainskipinstructions,which
decidewhetherto skip thenext instructionor not basedon
whethercertain�ags aresetor clear. All load/storeinstruc-
tionsdirectlyaccessmemory. Hence,they takea�x ednum-
berof cycles.Weassumethateverymemoryreferenceis for
areferencein theinternalmemoryand,hence,takestwo cy-
clesto complete.Thisassumptionis consistentwith thepro-
grammingenvironmentfor theAtmel Atmegafamily. Thus,
thememorylatency is boundedandconstantasopposedto
otherconventionalprocessors.This makesthetaskof Tim-
ing Analysiseasier.

Weseein Table1 thatcertaininstructionstakeavariable
numberof cycles.

� Thecall instructionstake four or � ve cyclesbasedon
the PC sizeused.For a 16 bit PC, theseinstructions
take4 cycles;for a22bit PC,they take5 cycles.

� The sameoverheadaccountingappliesto the ret in-
struction.

� The cpse, sbrc, etc. instructionsusea varying num-
ber of cyclesbasedon two factors:Resultof evalua-
tion of thecondition(true/false)andthesizeof thein-
structionto beskipped.For example,if theconditionis
false,thenthey take onecycle. If it is falseandthein-
structionto be skippedis oneword in size,thenthey
taketwo cycles.And if it is falseandtheinstructionto
beskippedis two wordslong, thenthey take 3 cycles.
All branchinstructionstake eitheroneor two cycles,
basedonwhetherthebranchis not taken,or taken,re-
spectively.

The AVR instructionsetalso includesmany logical as
well asbit-operationalinstructions.

Timing Analysis for AVR Processors:Table 1 illus-
tratesthatonly certaininstructiontypesexhibit timing char-
acteristicsthat aredifferent from the majority. Most other
instructionseither take one or two cycles to execute.For
theseinstructions,wecandivide theminto instructionsthat
take onecycle andinstructionsthat take two cycles.Once
we determinewhich of thesetwo categoriesan instruction
falls into, instructionsof the samecategory canbe treated
identicallyandthetiming addedup.For the instructionsin
Table1, specialhandlingis required,particularlyfor those
that have variableexecutiontimes.Theseinstructionsare
handledafterpathanalysis,during thepath-merging stage,
asexplainedin Section2.

Sincethe AVR processorsdo not have a cache,all in-
structionsare treatedas if they werehits in termsof their
timing behavior. Sincethememorylatency is �x ed,we see
that this simpli�cation capturesthebehavior of thesystem
accurately. Loopboundsfor thevariousloops,if any, in the
programsareprovidedasinputto thetiminganalysisframe-
work. A descriptionof thesimplepipelineof theAVR pro-
cessorswasalsoprovidedasinput to theframework to port
the pipeline simulatorof the timing analyzerto the AVR
processorfamily.

5. Experimental Setup
We have useda three-tieredexperimentalsetupto per-

form andvalidateour results.To our knowledge,this is the
�rst time thatsuchanapproachhasbeenutilized. The�rst
setof experimentswascarriedout on the MICA Berkeley
Sensornodes[16], which utilize the Atmel Atmega 128L
micro-processor. The experimentswereconductedby pro-
viding worst-caseinputsto theprograms.Thesecondsetof
experimentswascarriedout on a cycle-accuratesimulator,
AVRStudio, suppliedby theprocessormanufacturer. The�-
nal setof experimentswasbasedonstaticanalysiswith the
timing analysisframework.

We chose� ve benchmarksfrom the C-Lab embedded
WCET suitefor theexperiments[5], which is widely used
for assessingthecapabilityof timing analysistools.Wefur-
ther analyzedthreeNesCprograms,onesyntheticbench-
mark andtwo commandsfrom the TinyOS securitylayer,
asdepictedin Table2.

The ”ArraySum” benchmark (NesC) is a synthetic
benchmarkthatcalculatesthesumof theelementsof anin-
tegerarray. ”RC5.encrypt”and”RC5.decrypt”aretheRC5
encryptionand decryptionfunctions,respectively, part of
the SPINSsecurity layer of TinyOS [24]. Section6 pro-
videsdetailson timing analysisfor NesC.

All worst-casemeasurementsareexpressedin termsof
processorcycles.To obtainaccuratetiming resultson the
hardware, we usedinterrupt-driven routinesactivated by
hardwarecounterover�ows. At the start of the execution



C Benchmark Function

sumarray Sumandcountof positive andnegative
numbersin anarray.

�bcall Generatethenth Fibonaccinumber.
insertsort Implementationof InsertionSort.

matrix mult Matrix Multiplication.
bubblesort Implementationof BubbleSort.

NesCBenchmark Function
ArraySum Sumof numbersin anarray.

RC5.encrypt RC5encryption
RC5.decrypt RC5decryption

Table 2. Benc hmarks used in Experiments

of thebenchmark,we initialize a pair of 16-bit countersto
zeroandallow oneof themto incrementby oneon every
cycle (cycle counter).If this counterover�ows, we incre-
ment the secondcounter(over�ow counter)and resetthe
�rst counter. Thus,whenexecutionof thebenchmarkcom-
pletes,thecombinationof thetwo countersgivesustheto-
tal time for thebenchmark.Of course,considerationshave
to bemadefor theoverheadsof the timing codeitself. We
explain this in somedetailbelow: Let
O1 = overhead for starting and stopping timers [cycles]
O2 = overhead per invocation of over
ow handler [cycles]

x = value of cycle counter
y = value of over
ow counter

We notethat an over�ow occursonceevery 65,536cy-
cles,becauseweusea16bit counterasthecyclecounter.

Then,the total executiontime for thebenchmarkis ob-
tainedasfollows:

total time = y � 216 + x

Accountingfor thestartandstopoverhead,weget:
wcet0 = total time � O1

Now, accountingfor theover�ow handlingoverhead,we
obtainour �nal WCETestimate:

wcet = wcet0 � (y � O2)

Weaccountfor theoverheadof timing codein resultsfor
thehardwareexperiments.Oncethishasbeentakencareof,
thecodeusedonall threeplatformsis identical.

The cycle-accuratesimulator has its own interactive
GUI, which provides variousprocessorstatistics,suchas
executioncyclesandexecutiontime. To obtain timing in-
formationfrom thesimulator, we �rst feedit thecodeiden-
tical to thatusedfor thehardwareexperiments.We thenset
breakpointsbeforeandafter signi�cant points in the code
andcalculatethedifferencein theexecutiontime,asshown
on the GUI, to obtain the WCET (or, more precisely, the
WCECin this case).For both of theabove, worst-casein-
putsetsweremanuallydeterminedfor theexecutionsothat
theprogramsmayexhibit worst-casebehavior.

Our �nal setof experimentswasto run thebenchmarks
throughthe timing analysisframework. The sameassem-
bly �les thatwereexecutedon thehardwareandthesimu-
lator wasprovidedto the timing analysisframework along
with theloop boundsfor thevariousloopsin thecode.The
instructioncategorizationswerehardwiredasalwayshits.
The control-�ow information was extractedby a prepro-
cessingtool, similar to a compilerback-end,which is part
of theframework.Theresults,alongwith pipelineinforma-
tion, werefed into thetiming analyzer, which decomposed
the programinto pathsandperformedWCET analysisas
explainedin Section2.

Resultsfrom all threesetsof experimentsweretabulated.
Theresultsthemselvesandrelatedanalysisareprovidedin
the next section.We alsoconductedexperimentsto study
the effects of varying input setsand loop boundson the
WCET estimatesproducedby the timing analysisframe-
work.

Instructions Extraneous to Loop Bodies: The timing
analysisframework calculatesthe WCET for loops,func-
tionsandthemainprogram.It doesnot provideWCET es-
timatesfor singleinstructionsor arbitraryregionsof code.
The timing obtainedfrom the hardwareand the simulator
canbefor any arbitrarypieceof code.Hence,therecanbea
mismatchbetweentheresultsobtainedfrom thetiming an-
alyzerandthe hardwareand/orthe cycle-accuratesimula-
tor. Evenwith carefulplacementof thetiming codefor the
hardwareandbreakpointsfor thesimulator, differencescan
occur. Themainreasonfor themismatchis codethat is ex-
traneousto theloopsbut still integral to theexecution,such
asloop initialization code,codeinsertedto passarguments
to functions,andso on, asshown in Figure4. Caremust
betakento adjustfor thetiming of theseextra instructions
in the �nal resultsobtainedfrom the hardware/simulator.
A similar problemis givenby theoverheadof readingthe
timer andhandlingcounterover�ow exceptionson theac-
tual hardware, which incurs overhead.The former poses
only a small, constantoverheadwhile the latter overhead
aggregatesover longerexecutions.We explicitly compen-
satefor bothof theseeffectswhencomparingtimingsfrom
theactualhardwarewith thecycle-accuratesimulatoror the
timing analyzer.

6. Timing Analysis for NesC
Typical NesCprogramsincludea variety of constructs

suchascommands,events,tasks,etc.Eventhoughour fol-
lowing descriptionfor staticallyderiving WCETboundsfo-
cusesoncommands,themethodologyis equallyapplicable
to the timing of thebody of eventsoncetheseeventshave
beentriggered,asis requiredby schedulabilityanalysisof
synchronousandasynchronousactivities in real-timesys-
tems[20]. NesCcommandsareanalogousto C functionsin
that they executecodesynchronously. Typically, theNesC
compilerconvertsgivenNesCcodeto intermediateC code
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andthenbuildsanexecutablefor theAVR motes.Sincewe
dealonly with synchronouscommands,the C codegener-
atedcanbeexaminedandinformation,suchasloopbounds,
caneasilybeobtained.TheresultingintermediateAVR as-
semblycodeand loop boundsinformation obtainedfrom
the C �le provide the inputs to the static timing analysis
framework (seeSection2).

For actualexecutionon thehardware,weagainaddcalls
to our hardwaretimer routinesin theNesCcodesothatwe
obtain accurateexecutiontimes on the hardware.Adjust-
mentsaremadefor theoverheadof calling thetiming rou-
tines.

To facilitate the timing NesCcode,we have createda
simpleinterfacein NesC,whichprovidesanabstractionfor
executingtheactualbenchmark.We time thecall to theex-
ecute() methodof the interface.Any codethat executes
within this methodor is calledfrom this methodis timed,
both in hardwareandby the timing analyzer. Sincewe ab-
stractfrom theactualbenchmark,wecantimevariousNesC
modulesaslong asthey implementa facility similar to the
execute()interfaceandcontaincommands.

7. Results
The resultsfrom the threesetsof experimentsaresum-

marizedin Table 3. The executiontimes for thesebench-
marksrangefrom a few hundredcyclesto several million
cycles.Resultsfor the Mica Motesshow executioncycles
for thebenchmarksbeforehandlingof the loop-extraneous
instructionsandafter theextra cycleshave beenaccounted
for in columnstitled ”Before Adjustment”and”After ad-
justment”underthe”Mica Motes” results,respectively.

The upperpart of Table 3 shows the resultsfor the C
benchmarkswhereasthe lower part of the tableshows re-
sultsfrom theexecutionandanalysisof NesCbenchmarks
asexplainedin Section6.

Thecolumntitled ”Before Adjustment”under”Simula-
tor”, depictstheraw resultsfrom thesimulatorwhereasthe
columntitled ”After Adjustment”takesthesameoverheads
asbeforeinto accountto adjustthe raw numbers.Thecol-
umn ”Ratio” under”Simulator” depictsthe ratio between
adjustedsimulatorandadjustedMica results.The remain-
ing columnsdepicttheresultsof thetiming analyzer. They
demonstrateincreasinglytight WCET estimatesasvarious
specialcaseswerehandled(seeSection3). The initial re-
sults in columnstitled ”Initial Results”and”Ratio” under
”Timing Analyzer” indicatetheWCET estimatesobtained
from the timing analyzerbefore any of the specialcases
werehandled,both in cyclesandasa ratio relative to the
adjustedMica numbers.The columntitled ”After Pipeline
Fix” andthefollowing ”Ratio” columnshow theresultsaf-
teradjacentloop iterationwereadjustedto removepipeline
stallsbetweenpaths(seeSubsection3.2). Finally, the col-
umn ”After Variable InstructionFix” and the succeeding
”Ratio” columnreport the WCET estimateobtainedfrom
thetiming analysisframework obtainedafterthetiming an-
alyzer'spath-merginglogic wasenhancedto accountfor in-
structionsthat have variableexecutiontimes (seeSubsec-
tion 3.1).All “Ratios” indicatetheratioof theexecutioncy-
clesin theprecedingcolumnto thecorrespondingentriesof
executioncycles“After Adjustment”for ”Mica Motes”.

Let us �rst focuson theresultsregardingthetiming an-
alyzer. The original timing analyzerframework reported
WCET estimatesfor theAVR architecture.However, these
resultswerenot tight. By studyingthearchitectureandthe
instructionset,we wereableto identify a numberof cases
(seeSection3) that requiredenhancementsof the timing
analyzer. After addingthe logic to ensureproperoverlap-
ping of adjacentloop iterations,WCET estimatesbecame
muchtighter(Column”After PipelineFix” Table3). How-
ever, the WCET estimateswerestill beingover-estimated.
After addressingshortcomingsin the handlingof instruc-
tions with variableexecutiontimes,the �nal results(Col-
umn”After VariableInstructionFix” of Table3) show very
tight andcloseestimatesof theWCETcomparedto theexe-
cutionnumbersobtainedfrom thehardware.Not only were
weableto obtaintight WCETestimatesfor theAVR archi-
tecture,we alsoenhancedthecapabilitiesandthevalueof
our timing analysisframework in theprocess.

The executionon the Mica hardwareresultedin nearly
identical resultsto the cycle-accuratesimulator. However,
we seethat the simulatormay slightly underestimatethe
WCET, which,howeversmall,is not safein a real-timeen-
vironment.Thisdifferencesin timing betweenthehardware
and the simulator is fully repeatable.Hence,the “cycle-
accurate”simulatoris not entirely �t for usagein thecon-
text of real-timeschedulabilityanalysisasa baseto obtain
theWCET of tasks.Hence,we con�rm unsafedifferences
betweensimulatorsand hardware reportedin prior work,



C Benchmark Mica Motes Simulator Timing Analyzer
Before After Before After Ratio Initial Ratio After Ratio After Var. Ratio

AdjustmentAdjustment AdjustmentAdjustment Results PipelineFix Instr. Fix

sumarray 141,524 141,500 141,521 141,497 0.99 161,498 1.14 141,500 1.00 141,600 1.00
®bcall 151 145 146 140 0.96 258 1.78 202 1.39 146 1.01

insertsort 1,629 1,613 1,622 1,606 0.99 1,978 1.23 1,880 1.17 1861 1.15
matrixmult 1,851 1,845 1,848 1,842 0.99 2,318 1.26 2070 1.12 1,878 1.01
bubblesort 3,628,249 3,628,239 3,628,249 3,628,239 1.00 3,900,998 1.08 3,650,000 1.01 3,776,518 1.04

NesCBenchmark Mica Motes Simulator Timing Analyzer
Before After Before After Ratio Initial Ratio After Ratio After Var. Ratio

AdjustmentAdjustment AdjustmentAdjustment Results PipelineFix Instr. Fix)
ArraySum 86 81 97 92 1.14 105 1.30 87 1.07 88 1.09

RC5.encrypt 15,956 15,951 15,951 15,946 1.00 17,958 1.13 16,088 1.00 16,088 1.00
RC5.decrypt 15,860 15,855 15,855 15,850 1.00 17,982 1.13 16,112 1.01 16,122 1.01

Table 3. Table of Results from all Experiments.

whichhasbeenattributedmostlikely to minoromissionsin
theaccuracy of architecturalmodelwithin simulators[21].

The resultsalsodemonstratethat the timing analyzeris
ableto tightly andsafelyboundtheWCETsfor thebench-
markstested.We seethat for mostof the benchmarksthe
WCET estimatesclosely match the execution times ob-
tainedfrom thehardwareandthesimulator. For threeof the
� ve benchmarks,the timing analyzersafelyoverestimates
by lessthan2% relative to theactualexecution.

Furthermore,timing analysisfor NesCcodeis accurate.
The resultsfrom the timing analyzermatchhardwareex-
ecutiontimesvery closely. Differencesarewithin 9% for
thesyntheticarraysummationbenchmarkandnearlyiden-
tical (1% or less)for the encryptionanddecryptionalgo-
rithms.

For the experimentswith varying input sizes,we con-
ductedexperimentsto assessthescalabilityof ourapproach
for the�bcall benchmark.Wecompareresultsfrom thetim-
ing analyzeragainstresultsfrom thehardware,asdepicted
in Figure5.

Figure 5. Scalability of Timing Anal yzer for
Varying Input Sizes

The �gure shows that the tightnessof WCET bounds
doesnot deterioratewith increasinginput sizes.We ob-
serve a constant,small overestimationof theactualexecu-

tion timesby theWCET estimates.Hence,our framework
is not only reliableandtight for a wide rangeof programs,
but it is alsoindependentof varyinginput sizesandthere-
sultingchangesin thenumberof iterations.

The three-prongedapproachto performingtheseexper-
imentsunderscoresthe reliability of our framework. This
alsoshows theneedfor verifying timing analyzersagainst
eitheractualhardwareor cycle-accuratesimulators,or even
both. In fact, a comparisonagainstonly a cycle-accurate
simulatorcansometimesleadto slightunderestimations,as
seenin theresults.Hence,we favor a comparisonwith the
actualhardwareovera cycle-accuratesimulator, evenif the
latter is suppliedby the manufacturer. Overall, the WCET
boundsobtainedby our timing analyzerareboth safeand
tight asthey closelyfollow actualexecutiontimes.

Let us discussthe merits of the threeapproachesin a
more generalsense.While obtainingcycles from the ac-
tual hardwareprovidesthe actualdataneeded,cycle level
simulatorscanalso be useful.First, problemswith a tim-
ing analyzercanbe comparedto diagnosticoutputfrom a
simulatorto trackdown problemsregardinginaccurateesti-
mations.In contrast,only limited informationregardingthe
executioncanbetypically obtainedfrom hardware,suchas
thenumberof cycles.Second,simulatorsareofteneasierto
interactwith thanactualhardware.Testsaretypically eas-
ier to setupanddevisewith a simulator. Finally, sometimes
theactualhardwaremaynot beavailable.A simulatormay
beexecutedondifferentgeneral-purposeprocessors.

Ideally, acycle-accuratesimulatorshouldbeusedto ver-
ify the accuracy of a timing analyzerandthe actualhard-
wareshouldbe usedto verify the accuracy of the simula-
tor. But ourstudyshowsthatoneshouldnotblindly rely on
so-calledcycle-accuratesimulators.

8. RelatedWork
Many researchgroupshave addressedthe the problem

of timing analysis.Methodsof analysisrangefrom unopti-
mizedprogramsonsimpleCISCprocessorsoveroptimized



programson pipelinedRISC processorsanduncachedar-
chitecturesto instructionanddatacaches[23, 25, 12, 18, 15,
22, 32, 17]. In fact,our work is probablymostcloselyre-
latedto thatof Harmonetal. [12] in termsof comparingthe
actualhardware.However, insteadof usingtime-consuming
reverseengineeringmethods(requiringerror-pronedataac-
quisition with, e.g., an oscilloscope),we demonstratethat
datasheetstogetherwith observingactualhardwaremaybe
suf�cient for the designof a timing analyzer. Thesemeth-
odsareusedto obtainsafeboundsontheWCETasdiscrete
valuesin anon-parametricfashion.

Parametrictiming analysisby Vivancoset al. describes
techniquesto handlevariableloopbounds[28]. Thisallows
dynamicschedulersto re-assessthe WCET basedon loop
boundsdetermineddynamicallyduringprogramexecution.
In independentwork, pathexpressionswereusedto com-
bineasource-orientedparametricapproachof WCETanal-
ysis with timing annotations,verifying the latter with the
former, in work by Chapmanet al. [6]. BernatandBurns
recently proposedalgebraicexpressionsto representthe
WCETof programs[3].

The FAST framework by Sethet al. modelsprocessor
frequency andincorporatesparametrictiming into theanal-
ysis framework [26]. Probabilistic and experimentalap-
proachesto obtainingthe WCET for programshave also
beenproposed[30, 4].

Ourtiming analyzerframeworkbuildsontheconceptsof
prior work [22, 32, 14, 31, 15]. Modi�cations andenhance-
mentshave beenmadeto the framework to work with var-
ious differentarchitecturesand instructionssets.The AiT
tool [27], looselybasedon our earlywork, particularlythat
oncaching,is acommerciallyavailabletiming analysistool
thathasbeenshown to providetighterestimatesfor theMo-
torolaCold�re architectureemployedin Airbusplanes.

Chenet al. recentlypresentedmethodsto performstatic
timing analysisfor embeddedsoftware[7]. They utilize In-
teger Linear Programmingconceptsto obtain the WCET
for an embeddedarchitecture.They copewith morecom-
plex architecturessupportingbranchpredictionand pred-
ication, which are not issuesin the AVR architecture.In
otherrelatedwork, Engblomet al. target a line of custom
ASICs basedon a standardCPU core basedon the At-
mega90line [9]. Priorwork handlespipelineeffectsandef-
fectsof variable-cycleinstructionsin adifferentmanner[8].
In that work, the timing of any singleinstructionprovides
a baseline.Then,all possiblesubsequencesof instructions
of differentlengthsareexaminedto obtainsavings in exe-
cutiontimedueto instructionoverlapin thepipeline.These
savings areexpressedasnegative delta valuesfor any in-
structionsequenceof length two, threeetc. This method,
althoughexhaustive, is extremelytime-consuming.In con-
trast,our work shows that it is suf�cient to captureedge-
effectsbetweenbasicblocks,andonly if they occur, asin

caseof theexistenceof variable-cycle instructions.Hence,
our methodis considerablymoreef�cient in termsof anal-
ysisoverhead.

9. Conclusion
In this work, we enhancedexisting toolsanddeveloped

new tools to incorporatethem into a framework capable
of performing timing analysiswith the aim of obtaining
WCET estimatesfor the Atmel Atmega architecturefam-
ily. TheAtmel AVR architectureandinstructionsetwastar-
getedfor statictiming analysisasthisarchitectureis widely
usedin theBerkeley Motesarchitecture— an architecture
thatis becomingevermorepopularfor usein awidevariety
of applications.The timing analysisframework is capable
of staticallyanalyzingcodecompiledfor theAtmel proces-
sors.It providestight, safe,andaccurateWCET estimates,
which formsthebasefor subsequentreal-timeschedulabil-
ity analysis.To verify our results,we performeda seriesof
experimentsusingathree-tieredapproach,which is unique,
to the bestof our knowledge.Timing resultsfrom the ac-
tualhardware,from acycle-accuratesimulatorandfrom our
timing analysisframework werestudiedandcompared.We
foundthatthecycle-accuratesimulatoris capableof under-
estimatingtheWCETat times.Hence,it doesnotprovidea
safebasefor WCETcalculations.

In contrast,our timing analysisframework wasable to
calculateWCETcycleswith anover-estimationof lessthan
2%for programswith staticallyknownloopbounds.Wead-
dressthehandlingof variable-cycleinstructions,pathmerg-
ing without pipelinestallsandaccurateaccountingfor tim-
ing overhead.OurapproachextendsbeyondtheAtmel AVR
family as the modeledarchitecturalfeaturesare common
in low-endembeddedprocessors.By enhancingthe entire
framework, signi�cantly tighter boundswere obtainedby
our timing analysisframework. Speci�cally, the enhanced
pipelinemodelingimprovestheaccuracy of WCETbounds
by 5 to 20%.Ouref�ent modelingof variable-cycleinstruc-
tions further improvestheaccuracy by 30 to 40% for total
improvementsof up to 77%.

Our framework is alsocapableof performingstatictim-
ing analysisfor NesCcommands.The WCET resultsob-
tainedfor both NesCand C codeare accurateas well as
tight. This shows thatour framework is �e xible enoughto
boundthe WCET of sensornetwork applicationsin NesC
aswell asC for theAtmel architecture,bothat thelevel re-
quiredby schedulabilityanalysisof real-timesystems.

To our knowledge, this is the �rst time that such a
three-tieredassessmentof timing experimentshasbeencar-
riedout. It demonstratesshort-comingsin so-called“cycle-
accuratesimulators”while static timing analysisprovided
safeboundson the WCET. Furthermore,makingour tim-
ing analysistoolsetavailable to sensornodeapplications
maybeasigni�cant contribution towardsaddressingadoc-
umentedneedfor tool supportfor EmNets.
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