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Abstract

Low-endembeddea@rchitectues,sut assensomodes,
havebecomepopularin diverse elds, manyof which im-
pose real-time constaints. Currently, the Atmel Atmaya
processoifamily usedby Berkeley Moteslacks supportfor
deriving safe boundson the WCET which is a prerequi-
site for performingreal-time schedulability analysis.Our
work lls this gapby providing an analyticalmethodo ob-
tain WCETbounddfor this processomarchitecture.

Our r st contribution is to analyzeboth C and NesC
code thelatter of which is unprecedentedlhesecondcon-
tribution is to modelcontrol hazadsandvariable-cyclen-
structions,both handledmore ef ciently by our approadc
than by previous onesand resultsin up to 77% improve-
mentin boundingthe WCET Theresultsdemonstate that
our timing analysisframevork is able to tightly and safely
estimatethe WCET of the bendmarkswhile simulatorre-
sultsare shownto not alwaysprovide safeWCETbounds.
While motivatedby the Atmel Atmeya seriesof processos,
resultsare equallyapplicableto low-endembeddegroces-
SOrs.

Thiswork s, to the bestof our knowled@, the r stsetof
experimentsvhere timing resultsare contrastedfrom exe-
cutionon an actual processarfroma cycle-accuate simu-
lator and from a statictiming analyzer Furthermoe, mak-
ing our timing analysistoolsetavailable to the Atmel At-
mega processoifamily is a signi cant contribution towards
addressinga documentecheedfor tool supportfor sensor
nodearchitectulescommonlyusedin networled system®f
embeddedomputes, or so-calledEmNets.

1. Intr oduction

Networked systemsf embeddedomputersreferredto
asEmNets[10], usually consistof one or several compu-
tationally powerful nodescalled basestationsand a large
numberof inexpensve, low capacitynodescalled sensos
(or sensomode$. The nodesin a wirelesssensometwork
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communicatehroughwirelesslinks, typically with rather
limited bandwidth.Such EmNetshave extensie applica-
tions rangingfrom civilian to military operationsmary of
which are subjectto timing constraintsOn the one hand,
applicationghemselesgenerallyposerequirement®nthe
frequeng of sensingpn the otherhand,constraintson en-
ergy consumptionand effective communicationare also
subjectto timing constraintsandclock synchronizatioras-
sumptions.In recentyears,low-end sensornodes,espe-
cially the onesfrom Berkeley [16], have becomepopular
andthey nd applicationsin diverse elds. Thesesensor
nodesusethe Atmel Atmegaseriesof processor§?]. Such
sensomodesand networks composedf thesenodes nd
applicationdn real-timeervironments.

Researcton timing constraintfor sensoinodearchitec-
turesis still preliminary; exceptfor ad-hocsolutionsspe-
ci ¢ to applicationsthereis alack of softwaresupportfor
handlingtiming constraints.This paperaddresseshis is-
sueby providing automatedool supportfor determining
boundson the worst-casesxecutiontime (WCET) of pro-
grams,tasksandeven smallerprogramscopedor applica-
tionson Atmel architecturesTheseWCET boundsarepar
ticularly usefulin real-timeapplicationdor EmNets.

In real-timesystemsparticularlyhardreal-timesystems,
violationsof temporalconstraintamay have irreparableef-
fectsonthesystemijts ervironment,or both.Real-timesys-
temstheory reasonsaboutthe schedulabilityof task sets,
i.e., by performingof ine schedulabilitytests,which can
determingf all deadlineof a setof taskscanbe met. Task
parameterdiave to be known beforehandi.e., parameters
suchasperiodof eachtask,the worst-caseexecutiontime
(WCET), andso on. Periodsof tasksare determinedrom
the operatingervironment,suchastemporalconstrainton
sensorsactuatorsandotherpartsof the system Determin-
ing the WCET for tasksis a non-trivial effort dueto soft-
ware compleity, non-determinisnof inputsand hardware
compleity with unpredictablexecutionbehavior.

Variousapproacheto determinghe WCET of tasksex-
ist, suchasexperimentamethodsyhichareconsideredin-
safeor constrainedo probabilisticanalysis[30, 4]. Static
analysismethodshave also beendevelopedto derive safe



WCET boundsandthey modelhardwarecomponentse.g.,
the processopipeline,cachesetc. They modelthe o w of
codethroughvarioushardware componentand useinter
proceduraprogramrepresentatioandlongestcontrol- ow
pathsto obtainanupperboundon the numberof cyclesfor
ary execution.

In this paper we presenta timing analysisframewvork
that analyzesprograms,suchas EmNetsapplications for
the Atmel architectureo obtainworst-casexecutiontimes.
We presenta unique approachin that a three-tieredsys-
tem of experimentsis carriedout to verify the correctness
of the WCET numbersobtainedusingour timing analyzer
First, we obtain execution times from the actual Atmel
hardwareitself. Secondwe obtainexecutiontimesfrom a
cycle-accuratesimulatorfrom the processomanuficturer
Finally, we run ourbenchmarkshroughourtiming analysis
frameawork to obtainWCET estimatesOur timing analysis
framework is ableto tightly andsafelyestimatehe WCET
for the variousbenchmarksWe also shav that the meth-
odsusedare scalable Whenthe input setsizesarescaled,
theWCET estimategloselyfollow theactualexecutioncy-
clesof the processar

We have alsoadaptedur framework to provide WCET
estimatesfor NesC[11], the preferredlanguagefor pro-
grammingsensometwork applicationsWe areableto ob-
tainaccurataNVCET estimategor both— NesCcodeaswell
asC code.We have alsocreatecanabstractNesCinterface,
which makestiming analysisof ary pieceof synchronous
NesCcodevery straightforvard. To the bestof our knowl-
edge theinteroperabilityof our timing analysisframeawvork
with NesCis unique.

The timing analysisframeavork we usewasinitially de-
velopedfor the Micro SFARC | [29] architecturelt pro-
vides accurateand tight WCET estimatescomparableto
otherWCET methodsandtools available.Sincethe Atmel
architecturds simplerthanthe SFARC in thatit doesnot
have cachesandthatit hasonly two pipelinestagesyve be-
lievedthata simpleone-to-oneortwasall thatwasneces-
saryto adaptit for the Atmel architectureContraryto our
intuition, we found that importantenhancementsere re-
guiredevenfor a simplearchitectureasthe Atmel Atmega
to obtaintight WCET boundsasis demonstrateih thefol-
lowing. Eachsingularcontribution resultedin 5% to 40%
improvementn accuray of boundingthe WCET.

Onesigni cant problemfacedby WCET toolsis to cope
with instructionsthat take a variable numberof cyclesto
execute.Certaininstructionsmay take a differentnumber
of cycles, dependingon the the stateof the system,such
asstatusof a conditioncoderegister or whethera branch
is taken or not, and so on. Traditionally, suchinstructions
causaVNCET toolsto over-estimatehe WCET numbersas
they always assumehe largestpossiblenumberof cycles
for suchinstructionsThis typically resultsin large overes-

timationsfor ary applicationswhenvariable-gcle instruc-
tionsarefoundin loops.We solwe this problemby enhanc-
ing the pathanalysisto accuratelyaccountfor theoverhead
of variable-gcle instructionsdependingon the actualexe-

cutioncontext. Hence we areableto obtain30-40%tighter

boundsonthe WCET for Atmel processors.

While motivated by the Atmel architecture theseim-
provementstransfer equally to other low-end embedded
architecturesthat commonly have control hazardsand
variable-gcleinstructions.

Oneof thelessongearneds thatthedesignof statictim-
ing analysigoolsshouldbeaccompaniedly veri cations of
correctnesgor a setof benchmarkdeforeapplyingthese
techniquego larger applications.Veri cation canbe real-
ized by comparingto a cycle-accuratesimulatoror actual
embeddedhardware,asdemonstratetly our experiments.

2. Static Timing Analysis

Real-timeschedulabilityanalysisfor any hardreal-time
systemrequiresthe WCET to be known beforehandand
safelyboundedThis is sothatthe feasibility of scheduling
atasksetcanbedeterminedjivenaschedulingpolicy, such
asrate-monotoner earliest-deadline- rsscheduling19].
If dynamictiming analysismethodswere usedbasedon
experimentalor trace-drven approachesthe safetyof the
WCET valuesobtainedcannotbe guaranteedi30]. Also, it
is dif cult to determineworst-casénput setsfor evenmod-
eratelycomplex taskssuchthatthe WCET maybeobtained,
andperformingexhaustve testingover wide rangesof the
inputspacds infeasible exceptfor trivial casesEvenif the
worst-casanput setis known, interactionsbetweenhard-
ware and software might inhibit programsfrom exhibiting
their worst-casebehaior. Architecturalcompleity is the
mainreasorfor suchunpredictabilityin particularcomplex
pipelinesandcachingmechanisms.

Thealternatve to dynamictiming analysisof coursejs
StaticTiming analysisWhile variousapproachebave been
studiedandproposedyve constrainoursehesto thetoolset
we use, without loss of generality[13, 22, 32]. WCET
boundsobtainedy statictiming analysigguaranteetheup-
perboundson computatiortimes of tasks.To achieve this,
static timing analysismodelsthe traversalof all possible
executionpathsin the codeanddeterminesiming indepen-
dentof programtracesor valuesof programvariablesLoop
bodiesrequireonly few traversals,andhe worst-casebe-
havior of theloopis obtainedby anef cient x ed-pointap-
proach.Thebehaior of architecturatomponentslongex-
ecution pathsare capturedas the execution pathsare tra-
versed.Pathsare composedo form functions,loops, etc.
Finally, the entire applicationis coveredto derive a bound
ontheworst-casexecutioncycles(WCEC)andtheWCET.

An overview of the organizationof this timing analysis
frameaworkisillustratedin Figurel. Modi cations to anop-
timizing compilerresultin the productionof control- ow
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Figure 1. Static Timing Analysis Framework

andbranchconstraininformationasa sideeffect of thethe
compilationprocess.The GCC compiler for the AVR in-

structionsetarchitecturgISA) is usedto compilereal-time
applicationsinto assemblycode. Control- ow graphsand
instructionand datareferencesare extractedfrom this as-
semblycode. A prerequisitefor performing static timing

analysisis that upperboundson the numberof iterations
performedby variousloopsin the programbe provided, ei-

therthroughprogramanalysisor providedby the user

The timing analyzerusesthe control ow, the con-
straint information, and architecture-speci cinformation
(e.g., pipeline characteristics}o calculateboundson the
WCET. While the analysisframework also supportsstatic
analysisof cachesandmodelingof staticbranchprediction
[13, 1], thesecomponentareomittedheresincethe Atmel
AVR processofamily doesnot supportthem.

Thecontrol- ow information,the loop-boundspptional
cachingcateagorizations,and the pipeline descriptionsare
usedby the timing analyzeyto derve WCET bounds.The
effectsof structuralhazardginstructionsdependenciedue
to constraintson functional units resultingin stalls), data
hazards(load-dependaninstructionstalls if a useimme-
diately follows a load instruction),branchpredictionand
cachemisses(derived from caching cateyorizations)are
consideredby thepipelinesimulatorfor eachexecutionpath
throughaloop or afunction. Staticbranchpredictioncanbe
easilyaccommodatetty WCET analysis- the mispredic-
tion penaltyis addedto the non-predictegpath. Path anal-
ysis, explained below, selectsthe longestexecution path.
Oncetiming resultsfor alternatepathsin a loop are avail-
able,a x ed-pointalgorithmthatquickly corvergesin prac-
tice is employed to safelyboundthetime for all iterations
of theloop basedntheloop body's cycle counts.

Path analysisfor only a few iterationsprovidesthe nec-
essanydatafor the x ed-pointalgorithm.If thelongestpath
for the rst iterationhasbeendeterminedthe next-longest
pathfor thenext iterationcanbedeterminedandthis differ-
encemayoccuronly dueto cachingeffects,if ary. Lengths
of thesepathsmonotonicallydecreasalue to the above-
mentionedcacheeffects,andoncea x ed-pointis reached,
subsequeniloop iterationscan be safely approximatedoy
this x ed-pointtiming value,asshavn in [13]. While com-
biningthelongestpathsof consecutieiterations caremust
betakento accountor overlapbetweerthe tail of the pre-
cedingpathandthe headof the succeedingath.Not con-
sideringthis overlapis tantamounto drainingthe pipeline
betweeriterations.

The timing analyzerultimately derves WCET bounds
usingthis x ed-pointapproach,rst for eachpath,thenfor
eachloop, and nally for eachfunction. A timing anal-
ysis tree is constructedsuchthat eachloop or functions
corresponddo a node of the tree. The tree is processed
in a bottom-upmanner i.e., the WCET for an outerloop
nest/callerfunction in the tree is not calculateduntil the
times for all of it's inner loop nests/calleesare known.
Hence,the timing analyzerpredictsthe WCET for tasks
by rst analyzinglowerlevel loops and functions before
proceedingo higherlevel loopsandfunctions,eventually
reachingheroot of thetree(e.g., main()). Thetiming anal-
ysistreeprovidesacorvenientmechanisnfor obtainingthe
WCET for speci ¢ scopesjn particularfor sub-tasksThe
materialin this sectionshavsthatstatictiming analysiss a
non-trivial task,evenfor a simplearchitecturesuchasthat
of the Atmel processors.

3. Adapting to Architectural Features

While thetiming analysisframevork wasbeingadapted
to the Atmel Atmegaarchitectureseveralenhancement®
the existing framavork were deemecdhecessaryWhile the
originalframework providedsafeWCET boundsthey were
not necessarilytight bounds.A numberof importanten-
hancementsesultedin signi cant improvementsin terms
of obtainingtight WCET bounds:

Variable-cycleinstructions: Certaininstructionstake a
variablenumberof cyclesdependingpnthe context of their
execution We adoptedurframework, speci cally thepath-
melginglogic, to accounfor thesdnstructionsasexplained
in Subsectior8.1.

Pipeline overlap handling for adjacent loop itera-
tions: The pipeline structureof adjacentloop iterations
mustbe matchedsoto re ect the processopipelineswith-
out unnecessargtalls. During path analysis,pipeline in-
formationis calculatedfor tracesof straight-linecode,i.e.,
sequencesf basicblocks, so-calledpaths.When consid-
ering pathsof consecutre loop iterations,timings of each
pipelinestagefor the rst andlastinstructionin a pathneed
to be consideredThe objectie is to composethe trailing
pipeline step-cure of a path with the leading step-cure
of the next path. This compositionwas being handledin-
correctlyfor the Atmel AtmegaarchitectureWe performed
modi cations to eliminateunnecessargtallsthat were af-
fectingthetightnessalbeitnotthecorrectnessf theWCET
boundsasexplainedin SubsectiorB.2.

3.1. Variable-Cycle Instructions

Considerasimpleconditionalbranchinstructionwherea
branchis eithertakenor nottaken.Let usassumehatif the
branchis taken,it completesn two cycles;if it is nottaken,
the branchcompletesn onecycle. Thereasonfor the dif-
ferenceis given by the overheadmposedon resolvingthe
targetof thebranch.Traditionalstatictiming analysisneth-



odswould assumavorst-casdehaior andestimatehatthe

branchwould executein two cycles,irrespectve of the be-

havior of theinstruction.This would leadto the WCET not

beingtight enoughandcouldleadto grossover-estimation,
especiallyif branchesare embeddedwithin loops, which

is inevitable for the Atmel Atmega architecture Suchbe-

havior is typically obseredfor instructionghatmodify the

control o w of the program.

We have enhancedhetiming analysisframework to take
thisinto accountand estimatethe numberof executioncy-
cles requiredby the branchinstruction correctly As ex-
plainedbefore,oncethe timing of alternatepathsis com-
plete, the x ed-pointalgorithm takes over and works to-
wards corvergence.At this stage,alternatepathscreated
by instructionsthat modify the control o w of the program
areanalyzedBy analyzingalternatepathscreatedasthere-
sultof asingleinstructionsmodi cation of thecontrol o w,
we canaccuratelydeterminghe numberof cyclestakenby
thatinstruction.For example,the above branchinstruction
would take onecycle to executein the paththatthe execu-
tion falls through(branchnot taken) andtwo cyclesin the
paththatdoesnotfall through(branchtaken).Hence anad-
justmentcanbe madeto oneof the alternatepathsso that
it re ects thetrue natureof execution.Supposeét hadbeen
decidedthatwe alwaysassigntwo cyclesto the branchin-
struction.We would thenreducethe WCEC of the pathin
which the branchis not taken by one so thatit is equiva-
lent to the branchinstructiontaking one cycle to execute.
Thisis shavnin Figure2. The x ed-pointalgorithmwould
now analyzethe two pathsand accuratelyobtain WCET
information. This enhancemernto the statictiming analy-
sisframeawork resultsin tighter, moreaccurateVCET esti-
matedfor thetasksbeingexamined.

branch instruction

Red cyc|egf'/ with variable execution
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Figure 2. Modeling Instructions with Variable
Execution Times

3.2. Pipeline Modeling acrossLoops Iterations
Whentiming analysiss performedor loop bodies care
mustbe takento ensurethat the pipeline structureof adja-
centloop iterationsis beingcorrectlycomposedasshovn
in Figure 3(b). Supposethe two pipeline structureswere
matchedincorrectly asshavn in Figure 3(c). The WCET
estimate®btainedwould beinaccurateandnotrepresenta-
tive of the executionon therealarchitectureln mostcases,
theerrorswouldaccumulateverall loopiterations andthe

WCET estimateobtainedwould be a grossoverestimation.
This is the casefor the exampleshawvn in Figure 3(c)(i).
Evenmoreseriously anunsafeunderestimatiomay occur
if only theleadingedge(IF stage)of the pipelineis consid-
eredfor compositionasshavn in Figure3(c) (ii). While we
did notobsenethelattercasetheformercasewasencoun-
teredasaresultof theinitial porting efforts of our analysis
framework. Ourtiming analysisframevork wascomposing
by overlappingstageshut only to alimited extent. We ob-
senedthatanextracycle wasbeingintroducedattheendof
every iterationfor certainloops. The compositionwasen-
hancedby improving the logic that performsthe analysis
for adjacentoop iteratioﬂgstohremo/ethe extracycle.
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4. Featuresof the Atmega Ar chitecture

We shall limit our discussionto the Atmegal28/ At-
megal03processorstwo low-power CMOS 8-bit micro
controllershasedn the AVR enhancedRISC processors.

Ar chitectural Model: The AVR usesa Harvard archi-
tecturewith separatenemoriesandbusesfor programand
data.Instructionslocatedin the programmemoryare exe-
cutedwith asinglelevel of pipelining.As oneinstructionis
beingexecutedthe next instructionis fetched,i.e., instruc-
tions executeevery clock cycle. Thus,the pipelinehasjust
two stages- InstructionFetch(IF) andExecute(EX).

The AVR processorfiave two mainmemoryspacesthe
Datamemoryandthe Programmemoryspacelt alsofea-
turesanEEPROM memoryfor datastorageAll threemem-
ory spacearelinearandregular The Atmegal28chip has
128kB of on-chipin-systemprogrammableash memory
for programstorageandis organizedas64K x 16 bits. AVR
processorslo nothave acachememory

Instruction Set: All AVR instructionsareeither16 bits
or 32 bits wide. This is the reasonwhy the ash is orga-



nizedas64K x 16. The AVR instructionsetsupportsa va-
riety of addressingchemedor a total of thirteendifferent
addressingnodes.

All operationsare integerbased.The AVR instruction
setdoesnot support oating-point operationsbut requires
theiremulationin software.All instructionstake eitherone
or two cyclesto execute,except certaintypesof instruc-
tions,andtheirtiming is listedin Tablel.

| Instructions | Function | Exec.Cycles |
rcall, icall, call Subroutinecalls 3/4*
eicall Extendedndirectcall 4
ret, reti subroutineeturns 4/5*
cpse compareskipif equal 1/2/3*
sbrc,shrs,shic,shis | skipif bit is set/clear 1/2/3*
brxy conditionalbranches 1/2*
Ipm, elpm load programmemory 3

Table 1. Timing of AVR Instructions:
notes variable execution times)

(* de-

The instruction set also has a rich set of conditional
branchinstructions All conditionalbranchinstructionsei-
thertake two registersasoperand®or operatebasedon the
statusof ag bits. It alsohascertainskipinstructionswhich
decidewhetherto skip the next instructionor not basedon
whethercertain ags aresetor clear All load/storanstruc-
tionsdirectlyaccessnemory Hencethey takea x ednum-
berof cycles.We assumehatevery memoryreferencas for
areferencen theinternalmemoryand,hencetakestwo cy-
clesto complete Thisassumptioris consistentith thepro-
grammingervironmentfor the Atmel Atmegafamily. Thus,
thememorylateny is boundedandconstantasopposedo
othercorventionalprocessorsThis makesthetaskof Tim-
ing Analysiseasier

We seein Tablel thatcertaininstructiongake a variable
numberof cycles.

Thecall instructionstake four or ve cyclesbasedon
the PC size used.For a 16 bit PC, theseinstructions
take 4 cycles;for a22 bit PC,they take 5 cycles.

The sameoverheadaccountingappliesto the ret in-
struction.

The cpse sbrc, etc. instructionsuse a varying num-
ber of cyclesbasedon two factors:Resultof evalua-
tion of the condition(true/false)andthe sizeof thein-
structionto beskipped For example,if theconditionis
false,thenthey take onecycle. If it is falseandthein-
structionto be skippedis oneword in size,thenthey
take two cycles.And if it is falseandtheinstructionto
be skippedis two wordslong, thenthey take 3 cycles.
All branchinstructionstake eitheroneor two cycles,
basednwhetherthe branchis nottaken,or taken,re-
spectvely.

The AVR instructionsetalsoincludesmary logical as
well ashit-operationainstructions.

Timing Analysis for AVR Processors:Table 1 illus-
tratesthatonly certaininstructiontypesexhibit timing char
acteristicsthat are differentfrom the majority. Most other
instructionseither take one or two cyclesto execute.For
theseinstructionswe candivide theminto instructionsthat
take onecycle andinstructionsthat take two cycles.Once
we determinewhich of thesetwo categoriesaninstruction
falls into, instructionsof the samecateyory canbe treated
identically andthe timing addedup. For theinstructionsin
Table 1, specialhandlingis required,particularlyfor those
that have variable executiontimes. Theseinstructionsare
handledafter pathanalysis,during the path-meging stage,
asexplainedin Section2.

Sincethe AVR processorslo not have a cache,all in-
structionsare treatedasif they were hits in termsof their
timing behavior. Sincethe memorylateng is x ed,we see
thatthis simpli cation captureghe behaior of the system
accuratelyLoop boundsfor thevariousloops,if ary, in the
programsreprovidedasinputto thetiming analysiframe-
work. A descriptionof the simplepipelineof the AVR pro-
cessorsvasalsoprovidedasinputto the frameawork to port
the pipeline simulatorof the timing analyzerto the AVR
processofamily.

5. Experimental Setup

We have useda three-tieredexperimentalsetupto per

form andvalidateour results.To our knowledge thisis the
rst time thatsuchanapproacthasbeenutilized. The rst
setof experimentswvas carriedout on the MICA Berkeley
Sensomodes[16], which utilize the Atmel Atmega 128L
micro-processoiThe experimentswere conductedby pro-
viding worst-casénputsto the programsThe secondsetof
experimentswvascarriedout on a cycle-accuratesimulator
AVR Studiq suppliedby the processomanugcturerThe -
nal setof experimentsavasbasedn staticanalysiswith the
timing analysisframenork.

We chose ve benchmarkdrom the C-Lab embedded
WCET suitefor the experimentg5], which is widely used
for assessinthecapabilityof timing analysisools.We fur-
ther analyzedthree NesC programs,one syntheticbench-
mark andtwo commanddrom the TinyOS securitylayer,
asdepictedn Table2.

The "ArraySum” benchmark (NesC) is a synthetic
benchmarkhatcalculategshe sumof theelementf anin-
tegerarray "RC5.encrypt”and”’RC5.decrypt’arethe RC5
encryptionand decryptionfunctions, respectiely, part of
the SPINS security layer of TinyOS [24]. Section6 pro-
videsdetailson timing analysisfor NesC.

All worst-casameasurementare expressedn termsof
processorcycles. To obtain accuratetiming resultson the
hardware, we usedinterrupt-driven routines activated by
hardware counterover ows. At the start of the execution



| CBenchmark | Function |
sumarray |Sumandcountof positive andnegative
numberdn anarray
bcall Generatehen™ Fibonaccinumber
insertsort  |Implementatiorof InsertionSort.
matrixmult  |Matrix Multiplication.
bubblesort  |Implementatiorof BubbleSort.
[NesCBenchmark Function |
ArraySum  |[Sumof numberdn anarray
RC5.encrypt |RC5encryption
RC5.decrypt [RC5decryption

Table 2. Benchmarks used in Experiments

of the benchmarkyve initialize a pair of 16-bit countergo
zeroandallow oneof themto incrementby oneon every
cycle (cycle counter).If this counterover ows, we incre-
ment the secondcounter(over ow counter)and resetthe
rst counter Thus,whenexecutionof the benchmarlcom-
pletesthe combinationof thetwo counterggivesustheto-
tal time for the benchmarkOf course considerationbave
to be madefor the overhead®f the timing codeitself. We
explainthisin somedetailbelov: Let

O; = overhad for starting and stoppingtimers [cycleq

O, = overhead per invocation of over ow handler [cycled

x = value of cycle counter
y = value of over ow counter
We notethatan over ow occursonceevery 65,536¢y-
cles,becauseve usea 16 bit counterasthe cycle counter
Then,the total executiontime for the benchmarks ob-
tainedasfollows:

total time =y 2% + x

Accountingfor the startandstopoverheadye get:
wcet’ = total time O3

Now, accountingor theover ow handlingoverheadye
obtainour nal WCET estimate:

weet= weet’ (y O,)

We accounfor theoverheadf timing codein resultsfor
thehardwareexperimentsOncethis hasbeentakencareof,
thecodeusedon all threeplatformsis identical.

The cycle-accuratesimulator has its own interactve
GUI, which provides various processoistatistics,suchas
executioncycles and executiontime. To obtaintiming in-
formationfrom the simulator we rst feedit thecodeiden-
tical to thatusedfor the hardwareexperimentsWe thenset
breakpointsbeforeand after signi cant pointsin the code
andcalculatethe differencein theexecutiontime, asshovn
on the GUI, to obtainthe WCET (or, more precisely the
WCECIn this case).For both of the above, worst-casen-
putsetsweremanuallydeterminedor the executionsothat
the programamay exhibit worst-caséehavior.

Our nal setof experimentswasto run the benchmarks
throughthe timing analysisframewvork. The sameassem-
bly les thatwereexecutedon the hardwareandthe simu-
lator wasprovidedto the timing analysisframework along
with theloop boundsfor thevariousloopsin the code.The
instructioncateyorizationswere hardwiredas alwayshits.
The control- ow information was extractedby a prepro-
cessingool, similar to a compilerback-endwhich is part
of theframework. Theresults alongwith pipelineinforma-
tion, werefed into the timing analyzerwhich decomposed
the programinto pathsand performedWCET analysisas
explainedin Section2.

Resultdrom all threesetsof experimentsveretatulated.
Theresultsthemselesandrelatedanalysisareprovidedin
the next section.We also conductedexperimentsto study
the effects of varying input setsand loop boundson the
WCET estimategproducedby the timing analysisframe-
work.

Instructions Extraneousto Loop Bodies: The timing
analysisframework calculateshe WCET for loops, func-
tionsandthe mainprogram.It doesnot provide WCET es-
timatesfor singleinstructionsor arbitraryregionsof code.
The timing obtainedfrom the hardware and the simulator
canbefor ary arbitrarypieceof code.Hence therecanbea
mismatchbetweerthe resultsobtainedfrom thetiming an-
alyzerandthe hardware and/orthe cycle-accuratesimula-
tor. Evenwith carefulplacemenbf thetiming codefor the
hardwareandbreakpointgor the simulator differencesan
occur The mainreasorfor the mismatchis codethatis ex-
traneoudo theloopshbut still integral to theexecution,such
asloopinitialization code,codeinsertedto passarguments
to functions,and so on, asshavn in Figure 4. Caremust
betakento adjustfor the timing of theseextra instructions
in the nal resultsobtainedfrom the hardware/simulatar
A similar problemis given by the overheadof readingthe
timer andhandlingcounterover ow exceptionson the ac-
tual hardware, which incurs overhead.The former poses
only a small, constantoverheadwhile the latter overhead
aggregatesover longer executions.We explicitly compen-
satefor both of theseeffectswhencomparingtimingsfrom
theactualhardwarewith the cycle-accuratsimulatoror the
timing analyzer

6. Timing Analysisfor NesC

Typical NesCprogramsinclude a variety of constructs
suchascommandsgvents,tasks,etc. Eventhoughour fol-
lowing descriptiorfor staticallyderiving WCET boundso-
cuseson commandsthe methodologyis equallyapplicable
to the timing of the body of eventsoncetheseeventshave
beentriggered,asis requiredby schedulabilityanalysisof
synchronousand asynchronousictivities in real-timesys-
tems[20]. NesCcommandsareanalogouso C functionsin
thatthey executecodesynchronouslyTypically, the NesC
compilercornvertsgivenNesCcodeto intermediateC code
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andthenbuilds anexecutableor the AVR motes.Sincewe

dealonly with synchronougommandsthe C codegener

atedcanbeexaminedandinformation,suchasloopbounds,
caneasilybe obtained.TheresultingintermediateAVR as-
sembly code and loop boundsinformation obtainedfrom

the C le provide the inputsto the static timing analysis
framawork (seeSection2).

For actualexecutiononthe hardware,we againaddcalls
to our hardwaretimer routinesin the NesCcodesothatwe
obtain accurateexecutiontimes on the hardware. Adjust-
mentsare madefor the overheadof calling thetiming rou-
tines.

To facilitate the timing NesC code,we have createda
simpleinterfacein NesC,which providesanabstractiorfor
executingthe actualbenchmarkWe time the call to the ex-
ecute() methodof the interface. Any codethat executes
within this methodor is calledfrom this methodis timed,
bothin hardwareandby thetiming analyzer Sincewe ab-
stractfrom theactualbenchmarkwe cantime variousNesC
modulesaslong asthey implementa facility similar to the
execute()interfaceandcontaincommands.

7. Results

The resultsfrom the threesetsof experimentsare sum-
marizedin Table 3. The executiontimesfor thesebench-
marksrangefrom a few hundredcyclesto several million
cycles.Resultsfor the Mica Motes shav executioncycles
for thebenchmarkdeforehandlingof the loop-extraneous
instructionsandafterthe extra cycleshave beenaccounted
for in columnstitled "Before Adjustment”and "After ad-
justment”’underthe”Mica Motes” results respectiely.

The upper part of Table 3 shaows the resultsfor the C
benchmarksvhereaghe lower part of the table shaws re-
sultsfrom the executionandanalysisof NesCbenchmarks
asexplainedin Section6.

The columntitled "Before Adjustment”under’Simula-
tor”, depictstheraw resultsfrom the simulatorwhereaghe
columntitled "After Adjustment’takesthe sameoverheads
asbeforeinto accountto adjustthe raw numbers.The col-
umn "Ratio” under”Simulator” depictsthe ratio between
adjustedsimulatorand adjustedMica results.The remain-
ing columnsdepictthe resultsof thetiming analyzer They
demonstraténcreasinglytight WCET estimatessvarious
specialcaseswvere handled(seeSection3). The initial re-
sultsin columnstitled "Initial Results”and"Ratio” under
"Timing Analyzer” indicatethe WCET estimatesbtained
from the timing analyzerbefore ary of the specialcases
were handled,bothin cyclesandasa ratio relative to the
adjustedViica numbersThe columntitled "After Pipeline
Fix" andthefollowing "Ratio” columnshow theresultsaf-
teradjacentoop iterationwereadjustedo remove pipeline
stallsbetweenpaths(seeSubsectior.2). Finally, the col-
umn "After Variable Instruction Fix” and the succeeding
"Ratio” columnreportthe WCET estimateobtainedfrom
thetiming analysisramework obtainedafterthetiming an-
alyzer's path-meginglogic wasenhancedo accounfor in-
structionsthat have variableexecutiontimes (seeSubsec-
tion 3.1).All “Ratios” indicatetheratio of theexecutioncy-
clesin theprecedingzolumnto thecorrespondingntriesof
executioncycles"After Adjustment”for "Mica Motes”.

Let us rst focuson theresultsregardingthe timing an-
alyzer The original timing analyzerframework reported
WCET estimatedor the AVR architectureHowever, these
resultswerenot tight. By studyingthe architectureandthe
instructionset,we wereableto identify a numberof cases
(seeSection3) that requiredenhancementsef the timing
analyzer After addingthe logic to ensureproperoverlap-
ping of adjacentioop iterations, WCET estimatedecame
muchtighter (Column”After PipelineFix” Table3). How-
ever, the WCET estimateswverestill beingover-estimated.
After addressinghortcomingsn the handlingof instruc-
tions with variableexecutiontimes,the nal results(Col-
umn”After VariablelnstructionFix” of Table3) show very
tight andcloseestimate®f the WCET comparedo theexe-
cutionnumbersobtainedfrom the hardware.Not only were
we ableto obtaintight WCET estimatedor the AVR archi-
tecture we alsoenhancedhe capabilitiesandthe value of
ourtiming analysisramenork in the process.

The executionon the Mica hardwareresultedin nearly
identical resultsto the cycle-accuratesimulator However,
we seethat the simulator may slightly underestimateéhe
WCET, which, however small,is not safein areal-timeen-
vironment.Thisdifferencesn timing betweerthehardware
and the simulatoris fully repeatableHence,the “cycle-
accurate”simulatoris not entirely t for usagen the con-
text of real-timeschedulabilityanalysisasa baseto obtain
the WCET of tasks.Hence,we con rm unsafedifferences
betweensimulatorsand hardware reportedin prior work,



C Benchmark Mica Motes Simulator Timing Analyzer
Before After Before After Ratio|| Initial |Ratio] After Ratio| After Var. | Ratio
Adjustmen{Adjustment| AdjustmentAdjustmen Results PipelineFix Instr. Fix
sumarray 141,524 141,500 141,521 141,497 0.99| 161,498 1.14 141,500 1.00| 141,60Q 1.00
®bcall 151 145 144 14Q 0.96 258 1.78 202 1.39 146 1.01
insertsort 1,629 1,613 1,622 1,606 0.99 1,978 1.23 1,880 1.17 1861 1.15
matrix mult 1,851 1,845 1,848 1,842 0.99 2,318 1.26 2070 1.12 1,878 1.01
bubblesort 3,628,249 3,628,239 3,628,249 3,628,2391.00(/3,900,9981.08| 3,650,0001.01|3,776,518 1.04
NesCBenchmark Mica Motes Simulator Timing Analyzer
Before After Before After |Ratio|| Initial |Ratio| After Ratio| After Var. |Ratio
Adjustment Adjustment| AdjustmentAdjustmen Results PipelineFix Instr. Fix)
ArraySum 86 81 97 92| 1.14 105| 1.30 87| 1.07 88| 1.09
RC5.encrypt 15,956 15,951 15,951 15,946 1.00 17,958 1.13 16,088 1.00| 16,088 1.00
RC5.decrypt 15,86(Q 15,855 15,855 15,850 1.00 17,982 1.13 16,112 1.01| 16,122 1.01

Table 3. Table of Results from all Experiments.

which hasbeenattributedmostlik ely to minor omissionsn
theaccurag of architecturamodelwithin simulatorg21].

Theresultsalsodemonstrateéhat the timing analyzeris
ableto tightly andsafelyboundthe WCETsfor the bench-
markstested.We seethat for mostof the benchmarkghe
WCET estimatesclosely match the execution times ob-
tainedfrom thehardwareandthesimulator For threeof the

ve benchmarksthe timing analyzersafely overestimates
by lessthan2% relative to the actualexecution.

Furthermoretiming analysisfor NesCcodeis accurate.
The resultsfrom the timing analyzermatchhardware ex-
ecutiontimes very closely Differencesare within 9% for
the syntheticarraysummatiorbenchmarkandnearlyiden-
tical (1% or less)for the encryptionand decryptionalgo-
rithms.

For the experimentswith varying input sizes,we con-
ductedexperimentdo assesthescalabilityof ourapproach
for the bcall benchmarkWe comparegesultsfrom thetim-
ing analyzeragainstresultsfrom the hardware,asdepicted
in Figureb.
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Figure 5. Scalability of Timing Analyzer for
Varying Input Sizes

The gure shaws that the tightnessof WCET bounds
doesnot deterioratewith increasinginput sizes.We ob-
sene a constantsmall overestimatiorof the actualexecu-

tion timesby the WCET estimatesHence,our framewvork
is not only reliableandtight for a wide rangeof programs,
but it is alsoindependenbf varyinginput sizesandthere-
sultingchanges$n thenumberof iterations.

Thethree-pronge@pproacho performingtheseexper
imentsunderscoreshe reliability of our framewvork. This
alsoshaws the needfor verifying timing analyzersagainst
eitheractualhardwareor cycle-accuratsimulatorspr even
both. In fact, a comparisonagainstonly a cycle-accurate
simulatorcansometimedeadto slightunderestimationgs
seenin theresults.Hence,we favor a comparisorwith the
actualhardwareover a cycle-accuratsimulator evenif the
latter is suppliedby the manufcturer Overall, the WCET
boundsobtainedby our timing analyzerare both safeand
tight asthey closelyfollow actualexecutiontimes.

Let us discussthe merits of the three approachesn a
more generalsense While obtaining cycles from the ac-
tual hardware providesthe actualdataneededcycle level
simulatorscan also be useful. First, problemswith a tim-
ing analyzercanbe comparedo diagnosticoutputfrom a
simulatorto trackdown problemsregardinginaccurateesti-
mations.In contrastonly limited informationregardingthe
executioncanbetypically obtainedrom hardware,suchas
thenumberof cycles.Secondsimulatorsareofteneasieito
interactwith thanactualhardware. Testsaretypically eas-
ier to setupanddevisewith a simulator Finally, sometimes
theactualhardwaremay not be available.A simulatormay
be executedon differentgeneral-purposprocessors.

Ideally, acycle-accuratsimulatorshouldbe usedto ver-
ify the accuray of a timing analyzerandthe actualhard-
ware shouldbe usedto verify the accurag of the simula-
tor. But our studyshavs thatoneshouldnot blindly rely on
so-calledcycle-accuratsimulators.

8. RelatedWork

Many researchgroupshave addressedhe the problem
of timing analysis Methodsof analysisrangefrom unopti-
mizedprogramson simpleCISC processorsver optimized



programson pipelinedRISC processorand uncachedar
chitectureso instructionanddatacache$23, 25, 12, 18, 15,
22, 32, 17]. In fact, our work is probablymostcloselyre-
latedto thatof Harmonetal. [12] in termsof comparingthe
actualhardware.However, insteadf usingtime-consuming
reverseengineeringnethodgrequiringerrorpronedataac-
quisition with, e.g., an oscilloscope)we demonstratehat
datasheetgogethemwith observingactualhardwaremaybe
sufcient for the designof a timing analyzer Thesemeth-
odsareusedto obtainsafeboundsonthe WCET asdiscrete
valuesin anon-parametriéashion.

Parametrictiming analysisby Vivancoset al. describes
techniquego handlevariableloop boundq28]. This allows
dynamicschedulergo re-assesthe WCET basedon loop
boundsdeterminedlynamicallyduring programexecution.
In independentvork, path expressionsvere usedto com-
binea source-orientegarametriapproactof WCET anal-
ysis with timing annotationsyerifying the latter with the
former, in work by Chapmaret al. [6]. Bernatand Burns
recently proposedalgebraicexpressionsto representthe
WCET of programg3].

The FAST framework by Sethet al. modelsprocessor
frequeny andincorporateparametridiming into theanal-
ysis framawork [26]. Probabilistic and experimental ap-
proachego obtainingthe WCET for programshave also
beenproposed30, 4].

Ourtiming analyzeframework builds ontheconcept®f
prior work [22, 32, 14, 31, 15]. Modi cations andenhance-
mentshave beenmadeto the framework to work with var
ious differentarchitecturesand instructionssets.The AiT
tool [27], looselybasedon our earlywork, particularlythat
oncachingjs acommerciallyavailabletiming analysigtool
thathasbeenshavn to providetighterestimategor the Mo-
torolaCold re architectureemployedin Airbusplanes.

Chenetal. recentlypresentednethodgo performstatic
timing analysisfor embeddedoftware[7]. They utilize In-
teger Linear Programmingconceptsto obtainthe WCET
for an embeddedarchitectureThey copewith more com-
plex architecturesupportingbranchpredictionand pred-
ication, which are not issuesin the AVR architecture.n
otherrelatedwork, Engblomet al. targeta line of custom
ASICs basedon a standardCPU core basedon the At-
mega90line [9]. Priorwork handlegipelineeffectsandef-
fectsof variable-gcleinstructionsn adifferentmannef8].
In thatwork, the timing of ary singleinstructionprovides
a baselineThen,all possiblesubsequencesf instructions
of differentlengthsare examinedto obtainsavingsin exe-
cutiontime dueto instructionoverlapin the pipeline. These
savings are expressedas negative delta valuesfor ary in-
structionsequencef length two, threeetc. This method,
althoughexhaustie, is extremelytime-consumingln con-
trast,our work shaws thatit is sufcient to captureedge-
effectsbetweenbasicblocks,andonly if they occur asin

caseof the existenceof variable-gcle instructionsHence,
our methodis considerablymoreef cient in termsof anal-
ysisoverhead.

9. Conclusion

In this work, we enhanceaxisting tools anddeveloped
new tools to incorporatethem into a framework capable
of performingtiming analysiswith the aim of obtaining
WCET estimatedor the Atmel Atmega architecturefam-
ily. TheAtmel AVR architecturendinstructionsetwastar-
getedfor statictiming analysisasthisarchitecturas widely
usedin the Berkeley Motesarchitecture— an architecture
thatis becomingever morepopularfor usein awide variety
of applications.The timing analysisframework is capable
of staticallyanalyzingcodecompiledfor the Atmel proces-
sors.It providestight, safe,andaccurateVCET estimates,
whichformsthebasefor subsequemnteal-timeschedulabil-
ity analysis.To verify our results we performeda seriesof
experimentausingathree-tierecapproachwhichis unique,
to the bestof our knowledge.Timing resultsfrom the ac-
tualhardware from acycle-accuratsimulatorandfrom our
timing analysisframework werestudiedandcomparedWe
foundthatthe cycle-accuratsimulatoris capableof under
estimatinghe WCET attimes.Hence,it doesnotprovide a
safebasefor WCET calculations.

In contrast,our timing analysisframevork was able to
calculateWCET cycleswith anover-estimatiorof lessthan
2%for programswith staticallyknown loop boundsWe ad-
dresghehandlingof variable-gcleinstructionspathmerg-
ing without pipelinestallsandaccurateaccountingor tim-
ing overheadOurapproactextendsbeyondthe Atmel AVR
family as the modeledarchitecturalfeaturesare common
in low-endembeddegrocessorsBy enhancinghe entire
framawork, signi cantly tighter boundswere obtainedby
our timing analysisframework. Speci cally, the enhanced
pipelinemodelingimprovestheaccurag of WCET bounds
by 5to 20%.0ur ef ent modelingof variable-gcleinstruc-
tions furtherimprovesthe accurag by 30 to 40% for total
improvementof upto 77%.

Our framework is alsocapableof performingstatictim-
ing analysisfor NesCcommandsThe WCET resultsob-
tainedfor both NesCand C codeare accurateas well as
tight. This shaws thatour framework is e xible enoughto
boundthe WCET of sensometwork applicationsin NesC
aswell asC for the Atmel architecturebothatthelevel re-
quiredby schedulabilityanalysisof real-timesystems.

To our knowledge, this is the rst time that such a
three-tierechssessmemif timing experimentshasbeencar
ried out. It demonstrateshort-comingsn so-called‘cycle-
accuratesimulators”while statictiming analysisprovided
safeboundson the WCET. Furthermoremakingour tim-
ing analysistoolsetavailable to sensornode applications
maybea signi cant contribution towardsaddressing doc-
umentecheedfor tool supportfor EmNets.
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