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Abstract

Control decisions of intelligent devices in critical inftaucture can have
a significant impact on human life and the environment. Enguthat the
appropriate data is available is crucial for making inforchéecisions. Such
considerations are becoming increasingly important inayd cyber-physical
systems that combine computational decision making onythercside with
physical control on the device side. The job of ensuring theely arrival
of data falls onto the network that connects these intalligdgevices. This
network needs to be fault tolerant. When nodes, devices mmmication
links fail along a default route of a message from A to B, theeaulying
hardware and software layers should ensure that this messaly actually
be delivered as long as alternative routes exist. Existearwe discovery of
multi-route pathways is essential in ensuring delivery ritical data. In this
work, we present methods of developing network topolodissnart devices
that will enable multi-route discovery in an intelligentyger grid. This will
be accomplished through the utilization of software owsslthat (1) maintain
a digital structure for the physical network and (2) ideptifew routes in the
case of faults.
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1. Introduction
A cyber-physical system (CPS) governs physical devic

has a direct impact on people who rely on such devieas, (
automotive control, medical devices, power grid). Failofe
network equipment in a CPS can result in

« incorrect decisions regarding device failure,

« faulty decisions made due to lack of data,

« system reconfigurations, or

« degradation of system performance.

These types of failures are expensive and cause ineffieignci

there is a failure along a static route, any messages semy alo
that route will time out and result in communication failure

In these scenarios, many systems will assume points along
this route to be out of service. This does not have to be the
case. Networks of devices can be designed to contain nmaultipl
pathways to connect clusters of nodes in a redundant manner.
If these pathways exist, a network needs to be able to ateerna
and utilize them at times of fault.

Traditional networks are composed of a multitude of devices
many of which are aiming to maximize their own throughput.
Commodity network equipment was designed to provide high
levels of throughput. This design choice runs counter to
the needs of an intelligent distributed network that will be
utilized in next-generation CPS infrastructure. For exemin
a power grid, the guarantee that a message is delivered & mor
important than high rates of throughput. Example tasks the
power grid must perform, such as distributed load balancing
[1], substantiate this need. To accommodate the needs bf suc
a system will require the system to collaborate intelligeat
times of fault to insure communication.

In modern network topologies, network failures resulting
in message delivery failure may be avoided through smart
routing technologies that can bypass faulty equipment. How

&Ver, such fault tolerance is only feasible in situationsreh
through embedded control in a networked environment aﬂg ; y

e faulty equipment does not constitute a single point of
communication failure. Therefore, it is important to maint
redundant pathways through networks. Another problem with
smart routing technology is that in current topologies eosit
are sparely distributed as their cost is significantly highan
that of switches. This severely limits the ability of CPS ideg

to sustain network failures through automatic re-routingro
alternate path as switches lack such routing capabilities.

In this work, we present a method of utilizing software

especially in smart (power) grids that rely on commodityietwork overlays to enable the discovery of additional com-
communication infrastructure. In smart grids, decisione amunication pathways throughout a network. Using abstdacte
being made that affect the real world based on data passegwork information, the system is able to react in case of
within the network. This impact on the real world makes ifaults and generate new routes through the network in a
necessary to improve communication within the smart grid thanner that is transparent to the user by providing a soétwar
enable more reliable decision making. overlay middleware. In this network, any single node in the
Failures may occur in today's CPS because of a lack efstem can act as a message-passing agent to dynamically
flexibility in routing decisions. Routing decisions are an-i route messages within the network. This paradigm enables
portant part of networking. Commodity networking equipierys to use inexpensive network devices abundantly within the
often relies on static routing techniques within netwokkhien network and ensure a resilient communication infrastmectu
at the same time. In related work, GridStat [2] enables the
allocation of node specific redundant pathways for higlellev
power-grid networks. Our work is orthogonal to GridStattas i
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is design for low-level micro grids with switches. We alsdoad balancing and system control. The second type is is the
enable dynamic arbitration over many redundant pathwaystelligent fault manager (IFM). IFMs will be responsiblerf
which allows for a generic application of redundancy that iworking with IEMs to detect faults and to make islanding
resilient to link faults. decisions. Islanding refers to temporal isolation of a migrid
The rest of this paper is structured as follows. Sectiomhere selective loads are still served by local power geioera
2 introduces the FREEDM system that this work originatespabilities. Figure 1 shows the topology of the DGI system
from. Section 3 provides motivation for smart grids at laye and its interface with the IFM and IEM nodes.
probabilistic analysis of a theoretical application ofstiork DGI within the FREEDM system will feature a communi-
is outlined in Section 4. Section 5 presents two designs tletions network through the Reliable Secure Communication
utilize our approach. Sections 6 and 7 describe the API t{iRSC). RSC is investigating ways of integrating a complete
work contributes for power micro grids and the distributedommunications system into the intelligent power grid. The
visualization tool that coincides with this work. Section $etwork will be composed of several different network types

summarizes the contributions. to support the scope of devices in the project. The current
design of the RSC network is a hybrid network that combines
2. FREEDM Project a wireless in-home design with a wired external design.

The current model of the in-home design is that of several
The NSF Engineering Research Center (ERC) for Fl\ﬂ\{ireless ZigBee devices that communicate through a StarGat

ture Renewable Electric Energy Delivery and Managemeﬁ?ncemra;?r mr;t_he wlonrle. TE'SII\Q’I{” b_e lr:nportant for hmany
(FREEDM) is a multi-institutional project that is invesditing reasons. First, this will a OW; E S n tI € Zysften; to ;vBe
the cyber-infrastructure of micro grids. The overall gobtie more accurate assessment of the current load of a housal Base

center is to overcome the looming energy crisis. The ohdectiOn the information, futL_Jre loads are predicted. Second il
is to reduce reliance on fossil fuels that are increasinggyce, enable power generating homes to sell back excess energy to

reduce reliance on non-renewable sources of energy, aatécréhe power grid in t|mes of supply. Third, th's’_ will aI.Iow the
a system that will reduce the world’s G@missions to combat mtelhgent_ power g”d. to shut off non-essential devicesain
climate change. To overcome these challenges, the FREE[QP/(ne during critical times.

center is developing a revolutionary power grid that will

. enable plug-and-play of power storage and resource dd- Motivation

vices,
« allow for distributed intelligent control, The focus of this work is to ensure fault tolerance for
« couple a scalable and secure communications infrastrygicro grids. Micro grids are a significant deviation from
ture, modern power grids. Today’s power grids, particularly thei
« improve efficiency, hierarchical control below the substation level, serve has t
« and provide stability guarantees [3]. closest analog for us to envision improvements for the divera

Systems such as these will ultimately replace today’s poweewer architecture. By developing techniques that imptbee
grids. Today’s systems generally operate under centchlizeperation of micro grids, this work will inherently benefit i
control structures and utilize dated technologies and aable not eventually change the overall power grid.
to provide high levels of fault tolerance. Conventional power grids utilize centralized command and
Figure 1 shows a high-level view of the FREEDM projectcontrol structures,i.e, most notably Supervisory Control
The goal is to create an Internet for power that will allovend Data Acquisition (SCADA) systems relying on human
the incorporation of a variety of power sources and storag#onitors for decision making. SCADA systems provide the
devices to operate in a plug-and-play manner. This includeechanism for identifying faults. However, they represent
incorporating a variety of green power generation meclasis single point of failure within today’s power grid. Even when
such as photo-voltaic, wind, and hydro-power. In the predosSCADA systems are running within specified parameters,
system, consumers can generate their own power and selfatastrophic faults can occur. Cascading failures have bee
back to the utility. Such micro grids feature plug-in hybridhe most detrimental among these faults.
electric vehicles (PHEVSs), local wind turbines, and ottoerd Cascading failures occur in the power grid when nodes
and generation sources becoming available to the consumat. the physical power system fail. Upon failure, their power
FREEDM boasts significant CPS challenges. One of the iload is passed to another local node. When this occurs, it can
teresting challenges is its Distributed Grid Intelligerfbés1).  overload the node that received the shifted load. When &, fail
The goal of DGI is to facilitate the departure from centratiz its load is passed on in a transitive manner, which may result
power control in favor of distributed control with multiplein cascading effects. These types of overloads are common
control objectives. DGI is developing two types of systernis power grids and are responsible for many of the major
to be utilized in the power grid. The first is the intelligenblackouts that have occurred, such as most recently in 2003
energy management (IEM) system. IEMs will be responsibJd]. Conventional power grids provide very little proteti
for enabling the power grid to make distributed decisiores, i against cascading failures. As demand for power increases,
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Fig. 1. FREEDM System

the ability of the power grid to support the increased load that governs high-level decisions of other nodes fails, the
going to lead to more and more blackouts. remaining IEMs can distribute the load to accommodate the

In August of 2003, a blackout occurred that affected 4®ss. When cascades occur, the IEMs can identify the fault and
million people in the US and 10 million people in Canadaircumvent further cascades. They can resort to islanding t
Several estimates say the cost of this blackout exceededig@ate the micro grid from either incoming or outgoing taul
billion dollars. The original cause of the power failure oped This may result in internal partial or complete failure but i
due to overgrown vegetation that struck power lines. Aftavould stop further damage to the remaining components. If
the power lines failed, a series of cascading failures @edur the failure originated from outside, the micro grid would be
resulting in an 80% loss of power in the northeast US. Theolated from the cascade. Secondly, the IEMs can redistrib
SCADA system within the region of the original blackouthe load through immediate control of the transformers used
failed to detect the faults due to a race condition in itsvgafe  within the network. IEMs could shut off unnecessary loads to
that caused the centralized system to fail. As a result gfduce power flow through lines using the in-home Zig-Bee
the failure of the SCADA system, human monitors failed toodes that provide feedback to the IEMs.
be alerted to the problems for over an hour. The missingFor the smart grid to accomplish this, a strong communica-
alerts from the SCADA system caused the human monitaiéns network is critical. In a conventional network design
to disregard a phone call that would have pointed them to thsuters and switches present a single point of failure, just
cascading failures. Ultimately, 256 power plants went offli as in a SCADA network, due to the static nature of routing
due to these failures. protocols. If a switch were to fail in a critical location Wwih

Had a smart grid been in place during the cascade thle network, even if redundant pathways existed, many com-
failures, it may have been able to avert much of the problemodity networks could not exploit such pathways as switches
This demonstrates that the centralized nature of the SCA®&nerally do not provide dynamic routing capabilities. In
controller creates a single point of failure. This design rehe above example, this could lead to misinformation being
sulted in a system failure at an inopportune time that letisseminated throughout the network. If these types afifed
to the Northeastern blackout. Due to the distributed natuegisted at the time of faults within the power network, it
of decision making components in a smart grid, it wouldvould be very difficult to circumvent or operate effectively
require many more faults to take these systems offline. In the improve upon this paradigm, the communications network
FREEDM model, IEM nodes and IFM nodes are distributeshust be one of the most robust components of the system.
throughout the micro grid. In the event of a failure, the IFMn a robust communications network failure results in the
nodes would disconnect the breaker when detecting failuremrganization of communication pathways that still abdar
and notify the IEM nodes. If a local controlling IEM nodemessage transmission to all operating nodes in the network.



This provides a more resilient power grid. in fault scenarios. During link outages,g, when nodes start
The application of fault-tolerant networks is not isolated incurring timeouts for sending messages, the nodes imgyrri
power grids. There is a large scope of applications, esiyeciahe timeouts will transparently morph routing from the path
within critical infrastructure that could potentially meaway given by the physical switch network to specially desigdate

from centralized SCADA systems. Researchers are rollirig arosslinks between lateral nodes. These crosslinks ttteili
components in communities to monitor underground wat#re delivery of messages upon partial link/node failurescte
pipes. These devices monitor the flow on the pipe to maintaiode in the tree contains a prioritized list of nodes cormagin
pressure as well as monitor for slow leaks. The current scop®sslinks within a predefined radiuselative to their physical

of these devices is to record this data so that it can becation. By enumerating these lists and passing messages v
collected. But as this technology improves, it will providerosslinks dynamic routes are created throughout the mietwo
real-time feedback to utilities to help them quickly idénti Further detail regarding this model is provided in Sectich 5
failures [5]. Another example is oil refineries that curkgnt The remainder of this section develops a probabilisticyaigsl
use SCADA systems to collect the data complemented by hlehowing that the basic model reduces the impact of outages
mans monitoring the system. This exposes SCADA to huméilisconnects) in the network.

mistakes with potentially severe consequences. Disttbut The goal of this analysis is to determine the likelihood of
control shifts responsibility from human operators andcatae isolation for a given single unit failure probability @f The

a decentralized system that reacts to faults in a more robissilation property signifies the likelihood of a communioat
manner. Both of these examples would benefit from faultyber) network outage in power grids. While the legacy

tolerant communication infrastructure. grid continues to supply power during a cyber outage, power
efficiency may degrade in the absence of micro-grid conlinol.
4. Analysis the event of simultaneous failure of connectivity to thealeg

grid (e.g, when physical power lines and communication

In this work, we assume a model that is agnostic to the tyfises are clipped simultaneously), outages are unavadabl
of faults affecting the network. In other words, our apptoaamicro grids, in contrast, cyber isolation still allows isting
works equally well with,e.g, node failures and link failures. if a micro grid has generation capabilities, but only for a
The detection of such faults is orthogonal to this work angelected subset of quintessential loads while all otheicdsv
could be accomplished by timeout-based monitoring, such resnain without power. Hence, cyber isolation serves as & bas
in our prototype, assuming fail-stop fault behavior. Angdo to quantify the reliability of the overall system and that of
of communication in our model is mitigated by attempting tindividual nodes.
find a route through the network that will bypass the point of To facilitate the analysis, we transform the basic mode int
failure and still deliver the message using a different @outan abstract graplis = (V, E) of verticesV and edgesF,
We use a tree topology as our network topology. The netwonkhere the former combines nodes and switches while the latte
tree topology is a good fit for modern power grids that amepresents network links. The height of the graph is denased
hierarchically designed. h. In the graph, tree edgé&sare distinguished from crosslinks

Using software overlays to improve network resilience i€, such thatt =T U C.
an idea first described by Andersat al. [6]. Their work As a motivating example, consider the (transformed) graph
presented the basis for a resilient overlay network (RONEpicted in Figure 2. We choose a height 4 for this overlay
by partitioning distributed nodes that may contain a défér tree as smaller trees are irregular with respect to crdss(see
topological perspective than the external, physical natwobelow).
topology. Their work assumed nodes to potentially be geo-
graphically scattered across the Internet. Our work @filia
similar partitioning for the routing of messages but dessgat
in that it utilizes this approach in a much smaller local area
network (LAN) to facilitate fault-tolerant communicatioAs
such, it complements switches found in LANs due to their low
cost with advanced fault-tolerant routing capabilitielsestvise
only available for expensive routers.

In our basic model, the physical network is implemented _

. . . . Height: 4

based on a tree topology. Communication in this model falow Cross-Links: 2" 21
that of a typical network in which messages are sent from
switch to switch. The standard communication links in this
model are referred to as uplinks. As shown in Figure 2, Our probabilistic model is based on graph analysis and
uplinks are the vertical communication lines that create tltombinatorial theory. Our overlay graphs have a number of
tree structure. Also present in Figure 2 are a set of horétontinique properties that we utilize: Any vertex has a degree of
links placed at various points throughout the network. €hed € {1,...,4} (number of edges), including crosslinks, which
links, designated as crosslinks, are only intended to bd uss depicted as the label of each vertex in Figure 2.

Fig. 2. Overlay Tree



Crosslinks are created at each lelet 2 to connect every follows, where each term corresponds to the respectivey entr
other node at the respective level. Hence, the total numberim Table 1:

crosslinks is2"~2 — 1. This guarantees a uniform distribution oh—2 oh—2

of crosslinks that remains proportional to the growth of the P =~ P+ p

overall tree. More significantly, we intend to show that drap 9h—2 oh—2 oh—2

connectivity is preserved with at least the same probgbilit + 3 p*+2 p*+ 3 P’

as the tree grows, which provides a strong guarantee for ;h_g 62_3 v2h_3

consistency and resilience under scaling of power grids. + 2—; p? 42 p?+2 5 P>

Letv = |[V| ande = |E| be the number of vertices and ;h% S s oh3

edges inG' where + 127 pP+12——p® +12 — PP +4=—p°
v=2"_-lande=2"+2""2-3 oh=3 3 3 =3

for a total of 15 nodes and 17 links for the example in Figure 2. y R 12 e 12 e P T MR

We next consider single, double and triple failures of unitshis result has multiple implications. First, the probipibf
on this model: single link (L), single node (N), double linkgraph connectivity actuallyemains constansince denomina-
(LL), double node and single link plus single nodes (LN)-failtor and numerator grow at the same rate. Second, for a large
ures etc. based on the independent per unit failure pratyabihumber of nodes, partitioning only depends on the proligbili
p. We can enumerate the number of failures in each class tpator single node/link failure,.e., our overlay isscalable
results in graph partitioning (isolation) of at least onetee These properties become obvious by another simplification

(node), as given in Table 1. step based on the fact thate e ~ 2":

TABLE 1. Enumeration of Isolation Scenarios Prelpr T2y % 8 and lim P=ip (1)
[# Nodes  [Degree[ case 1] case 2] case 3] case 4 2 dv v? h—o0 2
2h=2 1 1L 1N Moreover, we conjecture that fewer crosslinks would atyual
22 41 2 1LL | 2LN | 1NN suffice as along as they were growing at a rate of at least
2"%/1=h-1] 3 | 2LL | 2LN | 2NN O(n/logan) for our graphs, such that first-order failures
227[3’ olw 3 |12 LLL|12LLN |12 LNN|4 NNN (single link/node) increase by only a constant factor. We ar
2" e 4 [4LLL J12LLNj12 LNNj4 NNN considering such a refinement. Another interesting aspeiei

] ) o ) ) placement of crosslinks. In the analysis, an equal digicbu

~ These are the unique failures (omitting identical pairs ang connections across a level is assumed. We are currently
|sol_at|on of Iower degree_ nodes since unlts_are ””Ordereddaveloping algorithms for systematic crosslink placement
their enumeration). For instance, a single-link leaf begsm
isolated when its parent or its link fail. A dual-link leafrca
be isolated when both its links (1 case), a link and a noge' Software Overlay Network
on opposite sides (2 cases) or 2 nodes fail (1 case), wh
multi-partitioning is only counted once. For triple-linlodes
at levelh — 1, two cases each exist with unique partitioning(COMle)
Any other vertex cannot be isolated by just a dual failure. It
would require triple unit failure for degree 3 nodes abowele [N our first approach based on the basic model, devices
h — 1, such as LLL (12 cases), etc. This covers all cases e organized into software partitions that are calculated
larger partitions as well (due to the low degree of vertices)'oca”y based on their IP address. Partitions are created as

More generally, multi-unit failures are counted only oncé side effect of subnet masks. Each partition is assumed to
by ensuring that only (a) nodes on independent paths (withd locally connected on a switch. These partitions are then
common vertices) and (b) links on edge-independent pag@uped together in clusters of a certain static size. The
(without common edges) are counted. The former is also cd@mbined group of clusters and partitions are intercorsuect
tured by the minimum vertex cut while the latter represemnstWith horizontal crosslinks and vertical uplinks. An exampl
minimum edge cut (see Menger’s theorem [7]). All unique cuff COMIG is depicted in Figure 3. Utilizing vertical uplinks
need to be counted once, and higher degree cuts subsumed by Uplink
lower degree cuts can be omitted. However, non-omission onl
increases the overall partitioning probability insigrafitly
since higher-degree cuts are significantly less likely tloarer
ones (so that some lower cuts are included at higher degrees
in Table 1 to simplify the problem). The systematic struetur Node
of our overlay graph construction ensures that the number of
these cuts remains constant as the height increases.

The overall partitioning (isolation) probabilit? can then be
approximated (by omitting any additive constants) as gagn our software overlay network represents a tree-baseddgpol

%ri Communication Overlay for Mlcro Grids

Crosslink

] to oo o Devices
Fig. 3. Device Cluster



Similar work has been performed in the High Performance
Computing domain by Varma et al. [8]. Uplinks serve as the
default routing path for general message communicatiohen t
absence of failures. Figure 4 depicts the vertical uplinkd a
shows the resulting tree formed by them. Uplinks are necgssa
to provide inter-cluster communication. They constitute t
network backbone of COMIG. To increase fault tolerances it i
necessary to introduce horizontal crosslinks that willeeas
secondary paths through the network, as depicted in Figure 4

This abstract software overlay of COMIG can fit onto
arbitrary intelligent power grids. Most importantly, itquides
redundant communication pathways and the potential to con-
nect the network in alternate ways in case of faults in the
system via its software middleware layer. This capabilgy i
crucial for allowing intelligent nodes in the system to ntain
appropriate state and to coordinate the actions of system
control tasks.

(b) Network Flow in Presence of Line Fa

Fig. 5. Message Pathways
5.2. SWitch Overlay for Micro Grids (SWOMIG)

A weakness of COMIG is that it relies on an overlay
structure imposed on the network even in times when faults do
not exist. Overlays impose a trade-off of performance faitfa
tolerance that may not always be satisfactory. While a power
grid may not always have as high of a bandwidth requirement
as consumer networks, certain levels must be maintained to
insure timely decisions can still be made. With this in miad,

. o . . sdacond design was created with SWOMIG. While both designs
In Figure 5(a), communication pathways are primarily use

through the switching interface composed of uplinks. comig" operate agnostically of the underlying physical nekwor

. . o . Structure, COMIG forces communication into using absedct
differs from a regular network in the composition of a series

. . . . routes while SWOMIG allows for the static communication
of intelligently placed crosslinks that can be implemengsd athwavs to be used in times where faults are absent
node-to-switch or node-to-node links. In the event of a lafss P SWO)|/\/||G’S desian also utilizes crosslinks that aré dis-
an uplink, the abstract network will enter into a reorgatiza . . g o :
mode. Reorganization describes the actions resulting fré%m from the static route of the_ networl_<. Th|_s is easily
a message timeout. In this work, the reorganization mo ccomplished through default routing configuration todrs.

. . OMIG, during normal operation, the network utilizes the
will explore alternate routes in the network based on met fatic pathwavs. This provides hiah throuahout. In theemes
information describing the characteristics of the networl% P ys. P 9 ghput. @

. e . ) of a fault, i.e., when a message timeout occurs, an overlay is

Nodes can derive partition information from their network . .

overlay data. e to determine its neiahbors on a SWit(|:rrr11posed,but only on the node that experiences a timeouh Eac
Y €9, °19 ode maintains a list of surrounding nodes’ crosslinks.hin t

and the partitions above and below it in a tree. A node . . .

) R . o . resence of a fault, a node will traverse the list of cro&slito

in reorganization mode can communicate with its nelghbods

. . ) e etermine if an alternate route exists to transmit the ngessa
to determine the location of crosslinks and, by utilizing th

crosslinks, determine if this is a node failure on the rdogiv Figure 6 shows an example of a commodity configuration
’ 08V ihat can self-organize via discovery of alternate routeghé

end or a link failure along the switching path. Figure 5(b§ . ; . ;
depicts the utilization of a crosslink in an attempt to resen rst part of the figure, the commodity network is using the

a oreviously failed message. A bprober response from tﬁlefault pathways to enable communication. The remaining
rec%ivin nz)/de indicates tg t.he rz.—o? anizeg node that tﬂ%rtion of the figure explores possible reorganizationsigisi

. g I . . 9 Cfosslinks. We primarily consider link failure in this expla
failure was in the switch link.

because the communication network may parallel the phlysica

COMIG provides essential functionality to an intelligentransmission corridors of the power grid and would be subjec

power grid utilizing a distributed network. COMIG aidsto simultaneous power and cyber network cuts. Generally,
distributed grid intelligence of the micro grid by ensuringhe device components themselves are shielded in boxes that

reliability through reorganizations in the case of wideaareprotect them from the environment. But links are the most
faults in the power grid. exposed to the elements. These lines running parallel to the

Fg Cluster Tree
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Wi [Fss] D Due to frequent faults and large timeouts in a distributed

network, non-blocking network abstractions were desigioed
é é [g [g E facilitate this work. This allows devices within the netkdo
send messages without waiting for acknowledgments before
proceeding with other work. The same approach is applied to
| L7 receives to avoid a need for actively monitoring a queue. In a
S L non-blocking approach, a received message is handled by the
éggﬁ é[{]g\ﬂ é[g E network API. When a new message is received, the application
is able to use it right away or defer it until a later time. Ithsis

possible to create blocking semantics if desired. This isedo

[ \ using the conditioned wait and condition signaling methods
L7 | EECCLE 7t ]

I
| | in the API. Through these methods, a running process on a
égg}‘] é[{]EE 5[‘]] E device sends a message and then blocks until being woken up
by the receipt of a response message.
Fig. 6. Device Cluster The API is being developed using the Mace distributed

rototyping language [11]. Mace is a C++ abstraction that

power lines represent the Qefault path. Cross!inks can Eﬁables the low-level network details to be abstracted tiwnm
implemented using commodity Internet connections or Spﬁr’ogrammer while leaving significant amounts of flexibility

cialized lines connecting nodes such as substations,rayo the message-handling abilities and supporting timeoséta

not using above-ground cabling to further protect them. 1 yetection, which is central to our fault tolerancewmk
this example, link failure is used as a cause of fault in tl;ﬁ/erlay approach. We have developed a universal FREEDM

network. dAn?thler Iscer;]arlo 'S de\?ce f_aﬂ;:rc? .;Nhere-fa S\g't essaging-passing APl and a basic prototype of our proposed
or a node fails. In the case of switch failure, if su neéystem on top of Mace.

partitioning were exploited to provide localization infioation,
this information could help isolate the fault location. kst 7. Distributed Live Monitoring
case, local communication amongst nodes on a switch would
fail within the network, but a representative in the network

with a crosslink would be able to confirm that failure.

In a conventional power grid, locating of faults can be
very challenging. Current fault localization practicegeaf
require the operating utility to field phone calls that allow
6. API it to determine a rough location of where the fault may
have occurred. Using such a rough estimation approach can
To aid in the creation and testing of this work, a unifieghcrease the duration of the power failure. Smart Grids tiage
message passing API has been created that facilitatesicooggpability to remedy this situation. The distributed natof
nation between nodes ranging from the large and sophisticagontrol within a smart grid allows agents to detect fault<hu
IEM nodes to small ZigBee devices. An API is importanfaster than complaint triangulation. When these faults are
for the development of applications for a complex syste@etected, the discovering nodes can report the node failtie
of software, such as a power grid. Using this API, we cggentification of the failed node should increase the aamura
guarantee a common messaging-passing standard that wilbbgcating the fault in the network. To aid in this process, w
utilized ubiquitously within the power grid network. ThisPA  are developing a distributed live monitoring (DLM) tool tha
has currently been deployed to other software teams withjj identify failed power devices amongst other features.
the FREEDM project and is being used to create applications|n a distributed network, the ability to understand the
for load balancing and power management. structure and status of the network is imperative. A trubbgl
The API is non-blocking and asynchronous, similar tgtatus may often be difficult to obtain due to the distributed
Active Messages [9] as implemented in Tiny OS [10]. Thigature of the network. To aid the maintainers of the system
design choice allows less sophisticated devices that gimg® i identifying problems and correcting them, our DLM tool
a MAC-based designation to be incorporated into the netwoglovides a real-time view of the state of the networked devic
Such low-end devices can then be accounted for by mgfethe system and the dynamic routing through our software
sophisticated nodes. In this message passing API, a device@erlays. This system provides information regarding aefed
node registers a message type to receive a message hangligfent running status as well as a topological layout of the
The handler is then used in sending and receiving messaggswork based on data provided to the operational model.

The current API provides constructs for Utilizing a centralized server approach in our first propety
« non-blocking sends, nodes can communicate with the interface server. The server
« hon-blocking receives, provides a graphical representation of the status of thesod
« handle generation, and current messages in flight. The projected design of DLM
« conditioned waiting and will present a fully detailed representation of the undedy

« condition signaling. LAN. This enables one to monitor system activity, to detect



failed components, to observe alternate routing actidtyl introducing increased but intelligently distributed radancy
to sustain partial functionality in the presence of pastithg in the links of the network. We introduced a framework
/ islanding of micro grids. As such, one can determine whiaf middleware components that utilize software overlays to
links have failed and, more specifically, which nodes hawipport fault-tolerant communication. The network owerla
failed. The information is provided by working nodes thaproves resilient by exploiting redundancy through uttiiaa of
report the status of successful and failed communicati@iternate communication paths at the software level. Swéw
attempts within the network. re-routing thus allows cheap switching equipment without
This work differs from using a commodity tool such aslynamic routing capabilities to be deployed instead ofifiign
Cacti [12] or Ganglia [13] in that it will be able to providegh cantly more costly routers. Our development of low-ovedhea
visualization for non-IP devices such as those used in a Zigute detection algorithms to assist in the presence ofiesing
Bee platform that are only MAC-addressable. DLM interfaceend multiple link failures constitutes the key contributio
with IP-addressable nodes to detect any MAC-based devitesprovide such fault tolerance in a transparent manner to
connected to it and displays their current status. other control software. Our middleware layer provides the
In the figure below, DLM is being used to display theneans for higher-level distributed grid intelligence (DGl
communication paths of three separate devices. DLM can s&éch as providing hierarchical control schemes within this
provided with information detailing the locations of softse software overlay architecture. Overall, our software rtaedd
links between nodes to create a graphical representatidreof ware architecture for fault tolerant network overlays iz
network. In this figure, the network structure is being coddtie vision of sustainable, scalable and reliable decérgwdhl
as a tree network resembling the shape of the network wtilizenergy management on the software side in the FREEDM
in our Mace prototype. system and for other CPS domains.

&
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